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Executive Summary

1. This report provides a summary of the antimoney laundering/combating the
financing of terrorism (AML/CFT) measures in place in-S+ 1‘'Z%i+ $'Chipd<... *~
(China) as at the date of the onsite visit (July @27, 2018). It analyses the level of
compliance with the Financial Action Task Force (FATF) 4Recommendations and the
21 17 0 0 f . —<"Fetee 7 Scefie e>e—Fed feof ""'Tctte "F. . teed
how the system could be strengthened.

Key Findings

a) China has undertaken a number of initiatives since 2002 that have
contributed positively to its understanding of ML/TF risk, although some
important gaps remain. Its framework for domestic AML/CFT ceperation
and coordination is well established.

b) S«efi«cdntralised FIU arrangement consisting of CAMLMAC, AMLB and
36 PBC provincial branches hashigh potential to produce financial
intelligence that supports the operational needs of competent authorities
but its current functioning results in incomplete access by all parts of the
FIU to all data, a fragmented analysis and disseminations, and limiise
development of a holistic view. Therefore, major improvements are needed.

c) LEAs have access to and use a wide range of financial intelligence
throughout the lifetime of an investigation, but financial intelligence is not
driving ML investigations. When using financial intelligence, LEAs identify
predicate criminal behaviours and actively investigate these. Predicate
crime investigation outcomes reflect that China has capable LEAs that are
skilled in the investigation of complex financial crime and assdated
predicate crime. Effective, proportionate, and dissuasive sanctions are
available and are applied for ML.

d) China has an institutional framework in place to investigate and prosecute
TF activities, in line with its understanding of TF risks and in linevith its
strategy to prevent TF and disrupt TF channels. Since the implementation

1 The following territories were not included as part of this assessment: Hong Kong Special
Administrative Region (Hong Kong, China), Macau Special Administrative Region (Macau

China) and Chinese Taipei.



6 | EXECUTIVE SUMMARY

of a new counterterrorism law in 2015 and related interpretations, the
number of TF prosecutions and convictions haincreased.

e) The implementation of TF and PF targeted financial sanctions is negatively
affected by three fundamental deficiencies, related t@) scope of coverage
of the requirements and a lack of a prohibition covering all persons and
entities; (ii) the types of as®ts and funds of designated entities that can in
practice be frozen, and the type of transactions that can be prohibitednd
(iii) a lack of implementation without delay for non-domestic designations.
That said,the CTLand relevant PBC Noticeare a goodstarting point for
future updates to the legal system in line with revised FATF standards, and
to improve effective implementation. While not covered by the FATF
standards, authorities have taken measures in relation to other aspects of
UNSCRSs related to PRK.

f) While FIs have a satisfactory understanding of their AML/CFT obligations,
they have not developed a sufficient understanding of risks. Measures
implemented to mitigate risk are generally not commensurate with
different risk situations.

g Scefie T supervisory system is almost exclusively focused on the
financial sector, as there are no effective preventive or supervisory
measures in respect of the DNFBP sector. The PBC has an inadequate
understanding of risks overall. Although their understanding of risk
impacting the financial sector is adequate, its understanding of institution
o f . <" Vcoe ofFee —t f Zf"%tZ> ,fett ‘e —Sit .
rather than that of the authorities.

h) China handles MLA and extradition requests in accordance witthe
procedures and standards for approval stipulated by domestic laws,
bilateral treaties and multilateral conventions, but due to a complicated
decisionrmaking structure for providing MLA or executing extradition
requests, it is often a protracted proces. At the same time, China can
arrange an expedited procedure for urgent requests or cases. There is an
effective cooperation in some areas between China and some of its
neighbours, however, there is a lack of data that would establish effective
implementation of ML/TF related co-operation.

Risks and General Situation

2. The main proceedsgenerating predicate crimes in China are illegal
fundraising, fraud, trafficking in illicit drugs, corruption and bribery, tax crimes,
counterfeiting of products, and illegdgambling.

3. China faces a serious threat from terrorism. From 2011 to 2016, China
registered 75 terrorist incidents that killed 545 people. The main conflict area and
focus for the authorities is the northwest province of Xinjiang, from where the
"Eastern Turkistan Islamic Movement' (ETIM) operates, but attacks occur

$QWRQH\ ODXQGHULW B DQRSU E R WQIW @ DK BHREDWY @ KMHEREO)SF )R I$3* DQG ($*



EXECUTIVE SUMMARY

throughout China. Around 60 people each year from China have participated as
foreign terrorist fighters in Syria and Iraq .

4, With total assets of approximately RMR52 trillion, banks dominate financial
sector activity in China. Based on nature of their products/services and volume of
activity, they are considered to be highly vulnerable to abuse with respect to ML/TF.
China has witnessed a rapid increase in the activity of online lending ents,
primarily via mobile phone platforms

5. The lack of coverage of designated nefinancial businesses and professions
(DNFBPs) by the AML/CFT framework is a significant vulnerability. The absence of
coverage of domestic politically exposed persons (PEPs) Bnother significant
vulnerability, which is particularly noteworthy in the context of a country where
corruption is a major predicateoffenceand stateowned-enterprises play a dominant
role in the economy.

6. A large amount of illicit proceed flows out ofChina annually. As noted in the
NRA, etween 2014 and 2016, illicit proceeds totding RMBS8 64 billion were
repatriated to China from over 90countries. China indicates that illicit proceeds also
flow out of the country through underground banking operatbns. There are several
instances in which criminals have fled the country, including suspects in corruption
cases. The abuse of legal persons has also been identifiechasethod of laundering
illicit proceeds. Such abuse is facilitated, in part, by inefféve arrangements in place
for registering and retaining beneficial ownership (BO) information.

Overall Level of Effectiveness and Technical Compliance

7. China has a good legal framework with respect to the criminalization of ML
and TF, national coordination arrangements, the powers and responsibilities of law
enforcement authorities and arrangements for international cooperation. There is
scope for strenghening the legal framework with respect to a number of preventive

measures and the coverage and supervision of DNFBPs.

8. An incomplete understanding of risk impacts negatively on the effectiveness
‘Y efTEfZ fe't..—e 7 Scefie f7"fe%clhde: sthed  Stef <o

See for example The Soufan Group Foreign Fiters Update Final 2015
(www.soufangroup.com/foreigrfighters), but also see paragraph 230 of this report for other

estimates (up to 300 persons).

$QWRQH\ ODXQGHULWH DORUERWQWEDQFLQJ RHBVX UHBY DQ & K$EQD
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implementation of preventive measures by Fls, the supervision of these institutions
and the investigation and prosecution of ML. Weaknesses in institutional
arrangements and related practices impact negatively on the effectiveness with
respect tothe use of financial intelligence.

0. There are significant weaknesses in both technical compliance and
effectiveness with respect to the transparency of legal persons and legal
arrangements and the framework and practices related to targeted financial
sandions.

Assessment of Risks, Coordination and Policy Setting (ChaptdO21; R.1, R.2, R.33)

10.  Overall authorities in China demonstrated a strong understanding of the
contents of the NRA which was finalized just prior to the oite visit. However, given

the focus of the NRA and the activity of LEAs, on predicate offences and the lack of
attention to how the proceeds of crime are actually laundered, beyond those directly
<o'Z<... f—F1 <o -8t ..."«st 4 §<°f'l'° ‘"'Zt”fzz — et I evefldd <o %o ‘" XX
a large extent, is hampered by such a focus. The assessment of risks of legal entities
focuses on existing control measures. The TF assessment contained within the NRA
is based mainly on qualitative analysisThe analysis collates information from
departments involved in countering terrorism, primarily MSS, MPS and the PBC,
identifying sources and channels of terrorist financing, and identifying the TF threats
faced by China.

11.  China has demonstrated strong coperation and ceordination at the politi cal
andpolicy-+f——<e% Z1 " fZe& Scefie ofce of .. Sofdinattor 8hdeqo—<‘ofZ ...°
operation is the AMLIMC established in 2002 and comprising of 23 government
departments. The AMLIMC is responsible for guiding the AML/CFT work throughout

the country, formulating AML/CFT policiesand strategies and coordinating various
departments in conducting AML/CFT activities.

Financial Intelligence, Money Laundering and Confiscation (Chapter ®s 68; R.3, R.4,
R.29 32)

12.  Provincial and local investigative agencige conduct the majority of ML and
predicate offence <s~fe—<%o f —<‘ee <o Scefd Scefie f" " fe%ofoete— ot— —’
PBC mirrors this deentralised approach with the following three largely
independently functioning components: CAMLMAC and AMLB at the ¢eai level and

$QWRQH\ ODXQGHULW B DQRSU E R WQIW @ DK BHREDWY @ KMHEREO)SF )R I$3* DQG ($*
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AML units within each of the 36 PBC provincial branche®/hile the decentralized FIU

in China has the potential to produce financial intelligence that supports the

v f—c<tefZ oftte et —te— f——S*"c—<fted —Sdyseadid f,<Zc—> =* 7"
spontaneously share accurate and timely financial intelligence presents limitations.

The analysis and dissemination by the various FIU components prevents the

T " FZ e 7 f S'Zco—<... T<t™a St "f..—""e fZe' Zcoc— St i
analyse and share financial intelligence that is relevant for use by law enforcement.

First, the STR reporting requirements only extend to Fls and their level of

implementation is insufficient. Second, other sources of information, such as

information on crossborder currency declarations and beneficial ownership

information, are either limited or non-f&<e—te—& «ofZZ>4 -St Te "F7f—c'e
independence is potentially undermined.

13. LEAs at central, provincial, and local levels access and use financial

intelligence and other information to identify and trace proceeds, and to support

investigations and prosecutions of predicateoffences, but do so for a limited extent

for AML purposes. While LEAsecognist —S$ “fZ—1 ° 07'ZZ ™<ce% —SI ¢'+3540
focus (when developing evidence and tracing criminal proceedsis on supporting

investigations and prosecutions of domestic predicateoffences, as opposed to

supporting stand-alone ML and TF investigations more broadly. The use of financial

intelligence by LEAs leadsa dismantling criminal networks but does not result in an

adequate identification of ML operations.

14.  The Ministry of Public Security (MPS) and subordinate Public Security
Bureaus (PSB) have responsibility for ML investigatio®d The Economic Crime
Investigation Department (ECID) is the branch of MPS and PSB who hake lead
responsibility for investigating complex financial crime including ML. Within this
department, there are skilled and capable investigators who have adequate
investigative tools and resouces to undertake their function.

15.  There are three discrete ML offences in China. Persons who are proven to have
knowledge of the requirement to launder or conceal proceeds of crime prior to the
commission of the predicate crime are routinely prosecuted as f ... ... ‘e'Zc¢..Fei - =St
predicate offence. Selfaundering is not criminalised. Accomplices and seHlaunders

are convicted and sentenced in accordance with the predicate crime pengltyased

on the principle that serious crimes absorb less serious crimes

$QWRQH\ ODXQGHULWH DORUERWQWEDQFLQJ RHBVX UHBY DQ & K$EQD
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EXECUTIVE SUMMARY 1

Preventive Measures (Chapter 50.4; R.923)

19. FlIs have a satisfactory understanding of their AML/CFT obligations. They
generally have an insufficient understanding of ML/TF risks and apply mitigation
measures that arenot commensurate with these risks. Online lending institutions
have not developed an understanding of ML/TF risks or AML/CFT obligations.

20. FlIs apply CDD measures ineffectively, withotable weaknesses in customer
identification and verification measuresincluding for BQ and ongoing due diligence.
Considering prevailing risks, Fls do not effectively apply measures for PEPs, TFS, and
measures related to countries with high risk. Fls are relatively more successful in
implementing measures related to record keping, correspondent banking
relationships, new technologies, and wire transfers.

21. Inconsistent practices of reporting suspicious transactions by Fls raise the

$QWRQH\ ODXQGHULWH DORUERWQWEDQFLQJ RHBVX UHBY DQ & K$EQD
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ML/TF risk (FIs are assessed in Chapter 5 as having a low level of understanding of

risk). The quality of control measures is verified using about 20 criteria. Internal

control information of uneven content and quality is also received from the sector Fl

regulators on their own observations on the effectiveness of internal controls applied

to ML/TF risks. Theonline Z et <e%o ¢ ...—‘" <o o‘— o— (EL..— —* —Sce '""* teej
of understanding of risk in the DNFBP sector is low, as little work has been done in

this sector.

25.  The AML/CFT supervisory system in China is heavily oriented to thenfincial

«f...—"a St T “TE"FZ7 fo<Zc—> —' "E —<"F "tettfZ eife—"%e —
seems generally consistent with the overall risk profile of the financial sector, with an

emphasis on banking which presents the highest levels of risk. The level of

inspections in the banking sector is not commensurate with the level of risk. Sector

supervisors are generally supportive but do not play a major role. There are

inconsistencies in the approach used by sector supervisors. Low or no levels of

supervision apply in the DNFBP sectors, with sector supervisors or SROs not playing

an effective role in supervision.

26.  AML/CFT financial penalties applied by the PBC average about RMB 41 million
a year (approx. USD 6 02 million a year) based on 2017 statistics; theses arot
effective, dissuasive, nor proportionate given the size of the banks and other Fls in
the financial sector, and the lack of initial responses to remedial measures. No
AML/CFT remedial actions or sanctions have been applied to arpnline lending
institutions or to DNFBPs.

27.  The PBC has had a moderate impact on Fls compliance and risk management

processes. The sector supervisors play a supportive role, but their impact is lower as

they are mostly limited to the assessment of risk controls. There is ndiscernible

impact on the online lending sector asspecific AML/CFT requirements are not

applicable. In the DNFBP sectors, the PBC and sector regulators have had a low to

non-existent impact up to the time of the onsite. The overall impact of the PBC and

SE...—'" e—"F" <o e f L —<“<—cte ‘e —SF ef Vel —etfTe_foetco% ‘T "
moderate in the financial sector and low in the DNFBP sector.

Transparency of Legal Persons and Arrangements (Chaptel@.5; R.2425)

28.  Basic or legal information is collected and publicly available on the internet
for all types of legal entities, although the information is not always accurate, and it

$QWRQH\ ODXQGHULW B DQRSU E R WQIW @ DK BHREDWY @ KMHEREO)SF )R I$3* DQG ($*



EXECUTIVE SUMMARY.3

seems relatively easy to circumvent the registration rules (for example through straw
persons). BO information of legal entities (domestic or foreign) is not (publicly)
available in China. Authorities make use of available basic information, CDD
information collected by Fls, and law enforcement powers. Each of these sources
poses shortcomingsand significant challenges, and the combination of measures at
the current stage falls short of an effective system for obtaining accurate, adequate
and current BO information in a timely manner. That said, authorities have already
initiated plans and meaures that may improve effectiveness in the future, including
through a BO register at PBC.

29.  There is no granular understanding of the ML/TF risks of each type of legal
person, and the risk classification that has been produced for the purposes of the NRA
focuses on control measures related to technical compliancEhe TrustLaw provides

for the existence of domestic civil trusts. No measures have been taken to mitigate the
misuse of domestic trusts, although the current risks of civil trusts are low due ta
lack of regulation that would foster the use of these arrangements. Foreign legal
arrangements (i.e foreign trusts) operate in China, such as the legal or beneficial
owner of a Chinese legal company. Authorities have been able to detect foreign trusts
that operate in China.

International Cooperation (Chapter 8 10.2; R.3640)

30. China has a legal and procedural framework for providing and seeking mutual
legal assistancewhich it uses in practice (including for extradition). The complicated
procedure of ensiring a request is consistent with Chinese legislation, results in a
very lengthy process, although thicanbe expedited in urgent cases-eedback from
‘—St” E—"cotc...—c'ee ‘o Sce fhperatioh wafmixed.Z ...

31. Judicial and law enforcement authdties seek international co-operation and

legal assistance in a wide range of cases, mostly related to predicate offences, but very

seldom to ML or TF. They use different channels in the efforts to return funds to the

country. While China requests detentin of terrorists and freezing/confiscation of

—F"7 e~ Tcefe el feet—e Ti"effed —St"f cand Other ' FeSfe.. <%
international cooperation tools.

32. CAMLMACexchanges information with foreign FIUs. In doing this, it sends
requests abroad to a moh lesser extent than it receives from foreign FIUs, which is
not commensurate with the volumes of STRanalysed and work undertaken on

$QWRQH\ ODXQGHULWH DORUERWQWEDQFLQJ RHBVX UHBY DQ & K$EQD
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domestic LEAs inquiries. Supervisory authorities cooperate in a wide range of
information exchange and other forms of coperation with foreign counterparts.

Priority Actions

The prioritised recommended actions for China, based on these findings, are

a) China should expand the information sources relied upon to formulate its
NRA to include broader perspectives of the ML/TF tteats, vulnerabilities,
and risks it faces s—...S feo f..fTtec... fot <ot ef—c'of]
publications on the subject as well as feedback from foreign jurisdictions.
This will allow a more balanced understanding of the ML and TF risks faced
by China bgond those directly linked to proceeds generating predicate
offences

b) China should review the functioning of its FIU to ensure that all information
received,analysed and disseminated by all three FIU components is readily
available and accessible both athe central and provincial levels. This
review should include the creation of a database to unify ancentralise all
components of the current (standalone) databases at central and
provincial levels. In addition, to ensure the operational independence tfie
FIU, China should remove the signature of the presideraf the PBC
provincial branch as a condition for dissemination of information to
competent authorities.

c) Reconsideration of the policy, which focuses on pursuit of those involved in
predicate crime —* ..."e,f— ~a - <o Z—1% f [V fTE" T
*fed>0 ,f>fet —Sfed ™S UL f.. <71 fT—cife—e <o —

d) Authorities should create comprehensive legal frameworks for the
implementation of TF and PFrelated TFS that includes a genet
prohibition, extends to all assets of designated entities, and is implemented
without delay, with regard to designations by the UNSC. In the interinthe
PBC should update its existind\otice to address delays in freezing. The
exiting legal framework for TF and the contemplated law on PF could be
instrumental in this regard.

e) Shortcomings in the AML/CFT legal framework related to the coverage of
online lending institutions, DNFBPs, domestic PEPs, TFS, and the criteria for
reporting suspicious transactiors should be addressed. Corresponding
guidance should be provided as needed.

f)  Scofis foofeccie o871 " e ed < -8t " —e_et
assessments of FIs, to ensure that these reflect actual threats and
corresponding vulnerabilities exposng these institutions to risk; (ii) the
effectiveness of ongoing due diligence, notably the monitoring of
transactions; and (iii) the consolidated supervision of financial groups, to
ensure a robust management of ML/TF risks by these groups.

g) The PBC shou introduce an effective system of assessing individual
entities' risks and supervising and monitoring DNFBPs (apart from trust

$QWRQH\ ODXQGHULW B DQRSU E R WQIW @ DK BHREDWY @ KMHEREO)SF )R I$3* DQG ($*



EXECUTIVE SUMMARMS5

companies and DPMs) for compliance with AML/CFT obligations. In doing
so, China should review the strategy and necessity of calliorating with

h) Authorities should ensure that competent authorities can obtain adequate,

$QWRQH\ ODXQGHULWH DORUERWQWEDQFLQJ RHBVX UHBY DQ & K$EQD
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Effectiveness and Technical Compliance Ratings
Effectiveness Ratingdligh, Substantial, Moderate, Low)
10.1 - Risk, 0.2 10.3- 10.4 - preventive  10.5 - Legal /0.6 - Financial

policy and International Supervision measures persons and intelligence
coordination cooperation arrangements

Substantial Moderate Moderate Low Low Moderate
10.7 - ML 10.8 - Confiscation 10.9-TF 10.10- TF 10.11 - PF financial
investigation & investigation & preventive sanctions

prosecution prosecution measures &
financial sanctions

Moderate Substantial Substantial Low Low

Technical Complianc®atings (C compliant, LC largely compliant, PC partially compliant, NC non-
compliant)

R.1 - assessing risk R.2 - national R.5 - terrorist R.6 - targeted
& applying cooperation financing financial
risk-based and offence sanctions
approach coordination terrorism &

terrorist
financing
LC C LC PC

R.7-targeted R.8 -non-profit
financial organisations
sanctions-
proliferation

NC

LC LC

PC

C PC
LC PC

PC PC
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MUTUAL EVALUATION REORT

Preface

80ej8)d

This report summarizes the AML/CFT measures in place as at the date of the onsite
visit. It analyste S«cefie Z1"3Z ' ...'e'Z<fe.. T ™S St vr f..‘eetet
the level of effectiveness of the AML/CFT system and recommends how the system

could be stengthened.

This evaluation was based onhe 2012 FATF Recommendatiorand was prepared
using the 2013 MethodologyThe evaluation was based on information provided by
the country and information obtained by the evaluation team during its onsite visit to
the country from July 9 to 27, 2018. The team visited Beijing, Shanghai and Shenzhen
during the onsite visit.

The evaluation was conducted by an assessment teded by staff of the International
Monetary Fund (IMF)consisting of:

X lan Carrington, Senior Fiancial Sector Expert, IMFteam leader)
x Richard Berkhout, Seior Counsel, IMF (legal expert)
X Arz El Murr, Financial SectoExpert, IMF (financial expert)
x Lia Umans, Policy AnalystFATF Secretariat (FIU expert)
X Vladimir Nechaev, Executive Secretary, EAGternational co-operation and
law enforcement exper)
x Craig Hamilton, Detective Inspector, New Zealand Pod/APG (law
enforcement expert)
X ‘fY fZ'& Fe<'” —,Zc.. 7'et..—-—'"4a Offied Portugal teit”fZie
(legal expert)
X Alastair Bland, Consultan{NPO expert)
X Nicolas ChoulesBurbidge, Consultan (financial expert)

The report was reviewed by Mr. Richard Walker (Guernsey), Ms. Paola Arena (Italy),
Ms. ShereenBillings (United Kingdom), and Ms. Anne Wallwork (United States).

China previously underwenta FATF Mutual Evaluation in 2007, conducted according
to the 2004 FATF MethodologyThe mutual evaluation concludedhat China was
compliant with 8 Recommendations; largely compliant with 11; partially compliant
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with 13; and non-compliant with 8. With respect to Core and Key Recommendations,
China was rated partially compliant or norcompliant with 9 of the 16 Core and Key
Recommendations. China was placed under the enhanced follap process
immediately after the adoption of its 2007 Mutual Evaluation Reprt (MER). In light
of the progress made, China was placed under regular follewp in October 2008 and
was removed from this status in 2012. The 2007 MER and folloup reports are
publicly available atwww.fatf-gafi.org/countries/#China..
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CHAPTER 1. ML/TF RISKS AND CONTE&1

CHAPTERL. ML/TF RISKS AND CONTEXT

33.  The People's Republic of China (China) wastablished in 1949. The country
covers an area of approximately ® million square kilometres and comprises 34
provinces, autonomous regions, and municipalities and special administrative
regions (SARs). Beijing is China's capital city, and other majoties by population size
include Shanghai, Tianjin, Shenzhen, Chengdu, and Guangzhou. China shares land
borders, which stretch for 22800 kilometres, with 14 countries. At the end of 2017,
China had a population of approximately B7 billion.

34. China continles to make progress with its policy of gradual economic
opening-up which started in 1978. China implements a socialist market economy.
While the state controls much of the economy, private enterprise continues to play an
ever-increasing role.

35.  The NationalPeople's Congress (NPC) is the legislative branch and the highest
agencyof state power. It elects all supervisory, executive, judicial, and prosecutorial
arms of state and has authority over local people's congresses across the country. The
NPC has the pwer to enact and amendhe Constitutionandlaws. The State Council is
the leading body of the executive branch and reports to the NPC. It is led by the
premier and has authority over all other executive state agencies. It has the authority
to develop administrative legislation and regulations in accordance with the
provisions of the Constitution Departmental regulations can be issued by ministries
and commissions of the State Council, the PBC, the National Audit Office, and
institutions under the State @uncil which perform administrative functions.

36. The Supervisory branch is accountable to the People's Congress, and
independently exercises supervisory power in accordance witthe Constitution

37.  The judicial branch is comprised of the People's Courts andhé People's

Procuratorates, which exercise their powers independently from each other in
accordance with the Constitution and are both subject to the supervision of the
People's Congress.

38.  The Constitution of Chinas the highest law in the country. Otherdws in
hierarchical order are laws, administrative regulations, local regulations, and rules.

$QWRQH\ ODXQGHULW B DQRUERWQWEDQFLQJ RHB VX UBY DQ G K$QD



22 GCHAPTER 1. ML/TF RISKS AND CONTEXT

National and local administrative regulations are administered by the ministries
under the State Council and local executive agencies respectively.

Figure 1.1. System of Government in China

ML/TF Risks and Scopingof Higher -Risk Issues
Overviewof ML/TF Risks
ML/TF Threats

39.
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other jurisdictions.4 The NRA indicates that illicit proceeds flow out of the country
through underground banking operationsand that between 2014 and 2016, illicit
proceeds totaling RMB8 64 billion were repatriated to China from over 90 countries.
China indicates that the proceeds recovered during this twgear period, are
estimated to have flownout of China over a period oR0 years. The NRA highlights
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currently undertaking comprehensive actions to clean up the sector. However, the
sector is notsubject to ongoingAML/CFT supervisionby the PBCThe NRA highlights
that at the end of 2016, transaction volumes of RMBtrillion and loans outstanding

of RMB816.2 hillion in this sector had grown by 110% and 101% respectively, over
the previous year. It also indicates that notbank payment sector has experienced
rapid growth with transaction volumes escalating from RMBL7.6 trillion to
approximately RMB 100 trillion from 2013 to 2016.While mobile payments must be
linked to a commercial bank account and, as of eatline 2018, channdéd through a
central clearing house, the nofface-to-face feature of mobile payments, as well as the
use of bearer prepaid cards represents a notable level of ML/TF vulnerability.
Private sector entities have reportedly also been engaged in business with entities
from higher risk areas, such as those countries targeted as high risk by FATF or those
countries with entities that are subjet¢ to UN-based targeted financial sanctions
(TFS).

43. China does not have effective arrangements in place for registering and
retaining beneficial ownership (BO) information. The lack of coverage of designated
non-financial businesses and professions (DNFBPBY the AML/CFT framework is a
significant vulnerability, especially considering the sustained growth in the real
estate and precious metals sector and opportunities for legal professionals to exploit
weaknesses that can facilitate the abuse of legal persm The absence of coverage of
domestic politically exposed persons (PEPs) is another significant vulnerability,
which is particularly noteworthy in the context of a country where corruption is a
major predicate offence and stateowned-enterprises play a @minant role in the
economy.

UndergroundBanking

44. China has a large underground financial sector with broad international
connections. It consists of unlicensed operatives who provide financial services
including, payments, settlements, remittances andturrency exchange. The NRA
indicates that this sector, which is considered to facilitate the movement of significant
amount of illicit proceeds, provides a wide range of services, including remittances,
overseas cash withdrawals with bank cards, foreign &€khange, and poinof-service
(POS) machine casilthough competent authorities believe that underground banks
do not have a direct link to the formal financial system, theyecognise that
underground banks may illegally utilise the settlement network of financial
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institutions (FIs) to conduct activities. The competent authorities consider that the 1
trend for using underground banking in TF is on the rise and both law enforcement

agencies (LEAs) and financial sector supervisors are concerned about this
development.

45, The NRA indicates that in 2015, LEAs cracked down at least 170 major cases
and in 2016, national public security agencies also resolved 380 major cases of
underground banking, arrested 800 suspects, and closed 500 locations where the
activity took place.lIt also indicated that in 2017, a total number of 468 major
underground banks and ML cases have been resolved with 892 criminal suspects
arrested and 1100 operating centres destroyed. Notwithstanding these initiatives,
the authorities still consider underground banking to be a thriving activity.

FintechProducts

46.  China has witnessed a rapid growth in the use of Fintech products, particularly
in the non-bank payment sector (see below section oRinancial sector and DNFBPs
According to the NRA, therewere approximately 164 billion internet payment
transactions conducted in this sector in 2016, representing an almost 100% increase
from the previous year. Many institutions that operate in this sector are increasingly
offering products that facilitate cross-border transactions. The authorities' concerns
about the ML/TF vulnerability of these products relate to the ease with which
accounts can be opened and the nefiace-to-face nature of the delivery channel. While
limits are set for individual transactions, the authorities are concerned that criminals
could use multiple accounts for ML/TF purposes.

47. Since 2017, the PBC has started to work with sector regulators and other
government agencies to develop measures to address risk associated with the rapidly
developing internet financial activity. Current initiatives are expected to lead to the
development of a Fintech regulatory framework including guidance to be issued to
the industry. ¥

7 $TO74he f 7<% Scof —f"" 47"~ v trsz "—<802% ‘o7 —f-<'sa
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‘— ¢ — " Risk Assessment and Scoping of Higher Risk Issues

‘— e —">7le Assessment

48.  China completed its first NRA in 2017. It draws primarily upon an analysis of
680 000 published court judgements from 2013 to 2015 to inform itself of threats to
the country's economy and social order. The NRA alamalyses inherent risks andthe
mitigating controls in place related to financial sector products and the activities of
some DNFBPs. The NR#&nalyses the various proceedsggenerating crimes in China
both on a national and regional basis. It identifies illegal fundraising, corruption,
telecommunications andinternet deception fraud, and drug trafficking as the four
major proceedsgenerating crimes accounting for more than 7% of the estimated
criminal proceeds generated in China.

49. The NRA identifies theETIM as the main TF threat to Chma with limited
—S"ff—e et > Z'..fZ 07 Zte— —%1""""co— %ofe¥%oedad St
gquantitative data and qualitative data (including cases), and information obtained
through interviews with counter terrorism departments.

Scoping of HigheRisklssues

50. Assessors focused on how cases involving proceeds from the main predicate
offences are investigated and prosecuted and proceeds are confiscated. They
assessed the use of financial intelligence with respect to both ML and TF cases.

51. Considering ther dominance of financial sector activity and the nature of their
products and services, the team assessed banks' understanding of ML/TF risk, the
risk management systems in place, and the challenges, if any, that the strong presence
of state-owned banks present for effective supervision.

52.  Considering the significance of crosdorder transfers and the volume of
criminal proceeds that flow from China to several international destinations,
attention was paid to the activity of the norbank money or value tranger services
sector. Due to the rapid growth of their activities, assessors paid attention to the
online lending and payment sectors. The assessorattention also focused on the
supervision of the above categories of Fls, as well as the fagbwing Fintech sector.

53.  Due to the deficiencies in théransparency of beneficial ownership ofand the
documented abuse of legal persons, assessors focused on China's ability to trace funds
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CHAPTER 1. ML/TF RISKS AND CONTE7

and ownership information through corporate structures and, in general, the 1
effectiveness of arrangements in place to prevent abuse of these structures.

54.  Considering the substantial volume of illicit proceeds flowing out of China and
the incidence of suspects fleeing the country, assessors examined the measures in
place with respectto international cooperation generally, as well as the effectiveness
of border protection and customs agencies.

55. The team assessed law enforcement's and prosecution's understanding of the
TF risk and TF investigations and prosecutions, including the use dihancial
intelligence, both domestically and in cooperation with foreign counterparts.
cofeste fZer "t —eft te —SF V(T f—F oF . —""5e fet e—"f" (ot —o]
obligations related to TFS.

Areas of Lesser Risind Attention

56. Group financing conpanies and asset management companies whose
activities are focused primarily on managing portfolios of nonperforming loans of
domestic Fls have a lower level of ML/TF risk as they are limited with respect to the
volume of their transactions and interactian with third parties. The assessment team
devoted lesser attention to these areas.

Materiality

57. China's GDP grew by 8% in 2017 with nominal GDP reaching
RMB82 1 trillion. The average annual GDP growth rate over the fivgear period from
2013 to 2017 was7.1%, and the unemployed rate has averaged 5.1% over the period.
China is transitioning from high-speed to highquality growth, and the authorities
have set a GDP growth target of 6.5% for 20EDomestic credit to the private sector,
which averaged 15% oer the 5-year period, fell to 12.8% in 20179

58. China has a large and complex financial sector. 18 main commercial banks
(including 5 large commercial banks, 10 joinstock commercial banks and
3 policy/development banks) account for 69% of the total assebf the banking
sector. Banks dominated financial sector activity with total assets of
RMB252 trillion at the end of 2017. China's banking sector has witnessed rapid

8 IMF, China Article IsV Reprt, p. 59.
9 IMF, China Selected Indicators, China Article IV Report 2018, p. 3.
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growth over several years. This trend has moderated over the past year and growth
in banking sector assets 08% in 2017 was half the rate of growth for the previous
year, and banking sector assets fell as a percentage of GDP for the first time since
2011.10 Assets of insurance and capital market institutions totalled RMB 16 and 13
trillion resp ectively.

Structural Elements

59. China has a stable political system and wetleveloped institutional
infrastructure. The Anti-Money Laundering Joint Ministerial Conference (AMLIMC),
comprised of 23 different government departments, has been meeting regularbnce
2002 to direct and ccordinate the implementation of the AML/CFT framework, with
the State Council approving the outcomes of its work.

Background and Other Contextual Factors

60. There are strong and mature institutions across the public sector and
mechanisms are in place for the national c@rdination of AML/CFT initiatives.

Regulatory objectives and strategies are transmitted through a multiplicity of

secondary legal instruments with a degree of duplication in several instances, which

has the potentiaZ —* e3 %o f—<"1Z> <o f...— —SF es>e—feje t°7F . —<"fetfeed
size requires a fragmentation of the institutional arrangements which presents
coordination challenges, some of which were observed by the assessment team.

61. Corruption is considered to k& a significant predicate offence and the
authorities have prioritise d anti-corruption initiatives. There is, however, no strong
indication in terms of the operation of government agencies, that corruption has
negatively impacted the overall effectivenessf the AML/CFT system.

AML/CFTStrategy

62. Scefie of —c'efZ s —" f — T %the Opinibn-on-Strengthening
the Supervisory Framework and Mechanism for AMbney Laundering, Countering the
Financing of Terrorism and Antifax Evasion (Stat€ouncil GAD Letter No. [2017] 84)
issued by the General Office of the State Council. The strategy emphasizes the role of
the AMLIMC as the national coordination body and the PBC as the leading AML/CFT

10 IMF, China Article IV Report, p. 8.

$QWRQH\ ODXQGHULW B DQRSU E R WQIW @ DK BHREDWY @ KMHEREO)SF )R I$3* DQG ($*



CHAPTER 1. ML/TF RISKS AND CONTE29

authority. Its objectives include strengthening the legl and regulatory framework,
the capacity of AML/CFT institutions and cooperation among the agencies. The
strategy also seeks to strengthen international cooperation.

Legal and Institutional Framework

Policy Ceordination Bodies

63. The AMLIMC is the highe®AML/CFT coordination body in China. It is led by
the Governor of the PBC, and its membership includes the main AML/CFT
government agencies.

64. The t''Ztie fee '~ (PBQ)fs the central bank and the principle
AML/CFT authority in China with responsibility for co-ordinating all national
initiatives. It houses the AnttMoney Laundering Bureau (AMLB) and the China Anti
Money Laundering Monitoring and AnalysisCentre (CAMLMAC). The PBC, in
collaboration with sector supervisors, is the main AML/CFT supervisoof Fls.

65. The PBC hosts theFinancial Intelligence Unit (FIU) which consiss of
CAMLMAC, the AMLB and thes3?BC branches, each of which executes aspects of the

T—e.—<¢'e 7 Scefie g o ax "7 et tt-f<Ze a St "t
componentstogether as Sc<efie [ fe%tete—
66. CAMLMAGes —St ... fe—"fZ .. ‘eo’"efe— " Scefie a — "F...F< T

and all of the information contained in key STRs directly reported to the 36 PBC
branches at provincial level. It undertakes analysis, maketisseminations to central
LEAs or forwards information to the AMLB or provincial branches for administrative
investigations.

67. The AMLBIs responsible for supervision, administrative investigations, policy
oversight, and the overall ceordination of the PBC
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70. The SPP
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79.  TheChina Securities Regulatory Commission (CSR@je prudential regulator 1
for securities institutions and supports the PBC on AML/CFT supervision.

80.  The State Administration for Foreign Exchangé&AFE is administratively part
of the PBC and is in charge of supervising foreign exchange transactions.

81l. The Ministry of Justice (MDJ)coordinates mutual legal assistance (MLA)
pursuant to relevant treaties and conventions. It is also responsible for licensing and
supervising lawyersand notaries.

82.  The Ministry of Finance (MOF)s responsible for licensing and supervising
accounting firms, and certified public accountants. It is also responsible for allocating
budget to competent authorities, including to the PBC and its branches.

83.  The Ministry of Foreign Affairs (MFAdevelops mlicies on international co
i f—<'e fet "f .. <Z<— f-eperatichwifhiether governments and leads on

the implementation of UNSCR& — “f ..<Z<—f—%t+ Scefie f.... Foeecie —' co—t"e

regional AML/CFT organgations.

84. The Ministry of Housing and Urban-Rural Development (MOHURDIs
responsible for the supervision of the real estate sector.

85. The Shanghai Gold Exchange (SGE) a nonprofit self-regulatory body
established by the PBC. It supervises largeeale gold trading conducted by its
members who consist of personsauthorised to trade in gold in China. The members
include major gold producers, processors, and retailers, but does not cover the
downstream network of 11500 institutional customers.

Financial Sectorand DNFBPs

Financial institutions

86. Banks dominate financial sector activity in China. As of December 31, 2017,
assets ofcommercial banks (arge commercial banks, joint stock commercial banks
and urbancommercial bankg and the assets of rural banks and other dmsit-taking
institutions tot alled RMB252 trillion.

87.  The activity of foreign branches and majorityowned subsidiaries is significant
™Ste e f it —f Scefis “cofe.<fZ oF...—"A ‘e— "'Zfc%os ,"fe..
owned subsidiaries are owned by the top five banks. As of the end of 2Qlthese

banks had 1270 overseas branches, accounting for 1.85% of the total number of
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branches (68zrr & St
(RMB92.82trillion) of the top five banks

88.
RMB13.5 —"<ZZ<'+&

yfe.. Stei

F...—"<—<te

f.T A—.T.

activity. Assets held by insurance entities totded RMB 16.8rillion.

f o« for <12%f of. the' total assets

There are licensed capital market entities in Gha with assets totaling
ofof%oio:l:c_ T“¢"ee

Table 1.1. Overview of the Financial Sector (as of 31 December 2017)

No. of
Entities

Sector
Supervisor

Assets
Billions
RMB

Type of Institution

Commercial Banks

Large Commercial 5 92,815 CBIRC
Bank
Jointstock commercia 12 44,962 CBIRC
bank
Urban Commercial 134 31,722 CBIRC
Bank

Rurat! Small and Medium Fls and other Degaisitg Institutions

Rural Commercial 1262 23703 CBIRC
Bank

Rural Cooperative 33 363 CBIRC
Bank

Rural Credit 965 7353 CBIRC
Cooperatives

Rural Bank 1562 1396 CBIRC
Policy bank 2 25531 CBIRC
Development type Fls 1 CBIRC
Private Banks 17 338 CBIRC
Foreignfunded legal 39 3244 CBIRC
person bank

Postal Saving Bank 1 9001 CBIRC
Housing SavinBank 1 2 CBIRC
Total Banks, Rural Fls 4034 252404

and Depositaking

Institutions

Other No#Bank Fls

Loan Company 13 2 CBIRC
Rural Mutual 48 4 CBIRC
Cooperatives

FinanciaAsset 4 2 CBIRC

Management Compan

AML/CFT Supervisor

PBC in collaboration with CE
PBC in collaboration with CE

PBC in collaboration ®@BtRC

PBC in collaboration with CE

PBC in collaboration with CE

PBC in collaboration with CE
PBC in collaboration with CE

PBC in collaboratwith CBIRC
PBC in collaboration with CE
PBC in collaboration with CE

PBC in collaboration with CE

PBC in collaboration with CE
PBC in collaboration with CE

PBC in collaboration with CE

PBC in collaboration with CB

Undertakes the Following

Activities Defined as Financie
Activities in the FATF Glossal

1,2,4,5,6,7@a, b, c), 8, 1C
1,2,4,5,6,7@,b, c), 8, 1

1, 2, 4, 5(debit card, cheq
bills, certification of depo
6(some banks have), 7(a, k
12,13

1, 24(domestic transfer), 5(d
card), 7(a, cheques, b
certificates of depos

1, 2, 4(domestic transfer), 5(
card), 7(a, cheques, b
certificates of depo:s

1, 2, 4(domestic transfer), 5(
card),

1, 2, 4(domestic transfer), 5(
card)

1,2,4,6,10,12,.
1,2 4,6, 10,12, .

1, 2, 4(domestic transfer), 5(
card), 7(a, certificates of dep

1, 2, 4, 5(need to be authori:
6, 7(a, b, c), 12, :

1,2,4,5,6,7(a b, c), 8, 1

None

None

1 Can only be operated within one county. Total assets account for 13% of the total for the

banking sector.
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Type of Institution No. of Assets Sector AML/CFT Supervisor Undertakes the Following

Entities Billions Supervisor Activities Defined as Financi
RMB Activities in the FATF Glossal

Trust Company 68 658 CBIRC PBC in collaboration with CE 9

Financial Leasing 69 250 CBIRC PBC in collaboration with CE 3

Company

Finance Company of 247 5539 CBIRC PBC in collaboration with CE 2

Enterprise Group

Automotive Finance 25 745 CBIRC PBC in collaboration with CE 2

Corporation

Consumer Finance 22 282 CBIRC PBC in collaboration with CE 2

Corporation

Money Brokerage 5 15 CBIRC PBC ircollaboration with CBI 13

Corporation

Others 14 2 CBIRC PBC in collaboration with CE None

Total NorBank FIs 515 11,976 CBIRC PBC in collaboration with CE

Insurance Companies

Group Holding 11 664 CBIRC PBC in collaboration with CE None

Company

Property Insurance 83 2,500 CBIRC PBC in collaboration with CE None

Company

Life Insurance 92 13,214 CBIRC PBC in collaboration with CE 12

Company

Reinsurance Compan
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89.  Online lending is one of the 7 categories '~ S«cefie co—f"et— "cofe T o . —'"4
refers to direct lending between individuals through internet platforms (also referred

to as "P2Ponline lending™). These platforms provide intermediary services, including

information exchange, matching, and credit rating assessment, for investors and

financiers, as well as credit loans directly from microlending companies to users. Most

P2P credit loans ae processed through internet platforms, while P2P collateral loans

require offline review. Currently, personal loan amounts do not usually exceed RMB

200 000. Corporate loans cannot exceed RMB 1 million. Accumulated loan amounts

across allonline lending platforms cannot exceed RMB 1 million for natural persons
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DNFBPs

The following DNFBPs operate in China but have not be designated @ndhe AML
Law:

X Real Estate Agents: At the end of 2017, there were approximately 13@00
real estate agencies in China, employing over one million agents. The sector is
estimated to generate income in excess of RMB billion annually.

x Dealers in Precious Metals < ...Z—1t1 ie twu -edtits, Aietwofke of
institutional customers. No data have been provided on the number of persons
who trade with SGE members or the number of unorganized/unregulated
DPMs outside the SGE framework.

X Lawyers in China must be part of a law firm. It is estimatedhere were
325500 lawyers in China at the end of 2016 and 2800 law firms.

X Notaries: At the end of 2016, there were 1375 notaries in China and 301
notary institutions. Notaries dealt with 13990 000 cases during 2016.

X Accountants: At the end of 2016, there were 105200 certified public
accountants in China and 408 accounting firms.

x Company Service Providers: No data have been provided on the number of
such providers.

92. It is illegal to operate casinos in China.

93. When assessing the effectiveness of prentive measures and AML/CFT
supervision, the assessment team gave the highest importance to banks, followed by
payments institutions. The securities and futures, insurance, internet finance, real
estate agents, company service providers, and DPM were catered to be at a
medium level of importance. Less importance was given to other DNFBPs sectors.

Prevertive Measures

94, Scefie "1 Fe—<"F offe—"1e-dut ¥ thetAME Leaivand a vast
number of secondary legal instruments, including regulations, notes, administrative
measures, opinions, rules, and guidelines. In the process of conducting the
assessment, the team reviewed more than 30 AML/CFT regulations in addition to
many other secondary legal instruments relevant to the assessment. This fragmented
framework results in several instances of overlap and duplication across the legal
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framework and, in some cases, makes it difficult to understand the source and nature
of specific obligations.

Legal Persons anfrrangements

LegalPersons

95.  There are three types of legal persons in China: (i) special public legal persons;
(i) non-profit; and (iii) for -profit legal persons:

i. Special legal persons include state agency legal persons (2BID), basic self
governing mass organizations (66M00), rural collective economic
organizations (7700), and urban and rural cooperative economic
organizations (2017 000). These legal persons are created by state
organisations. The latter can undertake commercial activities, and although
the ownership of these entities is cobictive, the control is not. These types of
legal persons are for the most part not covered in this report.

ii.  Non-profit legal persons include public institutions (970000), social groups
(352 000), foundations (6 300), social service organizations (397000), and
overseas NGOs (393). These entities are covered under 10.10 (NPOs)

iii. For-profit legal persons consist of limited liability companies (LLC,
23798 000), joint-stock limited companies (JSLC, 14@00), stateowned
enterprises (357000), listed companies (3 400), and foreign investment
enterprises (539 000). These foreign investment enterprises include wholly
owned foreign enterprises, Chinesdoreign equity joint ventures, and
Chineseforeign contractual joint ventures. Other forprofit legal persons
include enterprises owned by the whole people, enterprises owned
collectively, private enterprises, and associated enterprises. In addition to
these, there are also legal entities that do not qualify as legal persons under
Chinese law, but that are nonetheles®levant for this report. These other for
profit quasi-legal persons include other norcorporate persons that do not
meet the requirements of legal persons, partnerships (55600), sole
proprietorships (2 586 000), enterprises of foreign jurisdictions that are
involved in business operations within China, residentand representation
offices of foreign enterprises. LLCs and JSLCs are also referred to as

~

0 ... " fectedoonthe teims used in theCompany Law.
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96. Notably, the Civil Law defines for-profit legal *$”e‘ee —* 0&ce...Z—1F Z<oc -4t
Z<f «Zc—> . 'o' foected Eico— o—" o Zcoc—FT .. ‘o' foected fef ‘=St” fe—1
without indicating what these other for-profit legal persons are. This provides legal

flexibility as China continues its reforms, but als@reates some uncertainty as to the

types of legal entities that exist.

Legal Arrangements

97. In addition to foreign trusts, which are notrecognised or regulated in China
but can undertake business in China (e.g., owninghinese companies)the Trust
Lawrecognises three types of trust: (i)civil trusts; (ii) charitable trusts; and
(iii) business trusts. In the previous FATF/EAG assessment report of China, all of
these trusts were considered to meet the definition of legal arrangements under the
old R.34; however, under the current standard only civil trusts meet the definitiorof

legal arrangement.

x Civil trusts: There are three types of civil trusts: wealth, educational, and
testamentary. Educational civil trusts aim to provide funds for education;
testamentary civil trusts aim to ensure that the will of a deceased is executed
(as far as the distribution of asset of the deceased is concerned); and wealth
civil trusts allow a person's wealth to be managed by another person. Unlike
business trusts and charitable trusts, civil trusts are not regulated by the
CBIRC and the only legal provisions governing civil trus@re those found in
the Trust Act. While the legal framework explicitly requires business and
charitable trusts to be managed by trust companies)o professional trustees
are required for civil trusts. As was indicated in the previous assessment
report, it remains possible for civil trusts to be established and administered
outside the regulated sector. According to authorities and (academic)
literature, civil trusts are said to be rarely used in China, which is in line with
the observations of the assessnr team.

X Business trusts: The assessment team considers that business trusts despite
their name do not meet the FATF definition of legal arrangements, but that
these are financial investment products offered by trust companies that are
financial institutio ns (as covered under 10.3/10.4 in this report)

13
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100. China does not have one central authority dealing with MLA requests. It has
established a mult-channel method of carrying out international ceoperation.
Government agencies which are involved in this process include the MOJ, the MPS, the
MFA, and the SPP.

14 The function has been transferred from the SPP to the NSC.
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CHAPTER2. NATIONAL AML/CFT POLUCIES AND CEGDRDINATION

Key Findings and Recommended Actions

Key Findings

a) Since 2002, China haslemonstrated an ongoing practice of developing
AML/CFT policies and risk mitigation activities based on risk assessments,
as evidenced by the number of threat, vulnerability, and risk studies
conducted in China since that time, and the subsequent issuancdé
opinions, measures, regulations, and laws resulting from such studies. With
the publication of its first NRA in June 2018, China has formalized the
process for identifying and assessing its ML and TF risks.

b) Scefie "fefr™™ire "t ... """ 1 cperdinatigre s well
established. The AMLIMC, comprised of 23 different government
T fr—ete—ed Sfe tte eft—co%o "t%o—Z2f"2> oco.. .t tr
frrrtfZ ot f——fefe 0 8¢ fo ™ e (o fo cof
importance the authorities attach o AML/CFT. The PBC is the lead
department responsible for formulating and updating the AML/CFT
strategy which is published by the State Council and to which implicated
departments are held accountable through the national audit process.

c) While China demongrated that it has a good understanding of ML/TF risks
and that its understanding of risk was not based solely on the NRA but
rather on its long history and practice of undertaking threat, vulnerability
and risk assessments, its understanding has gaps. thllole among them are
DNFBPs (expanded upon further in the following Key Finding) and legal
"Frefee fot fUVfoeYofete—ed o fTtc—c'ed Scefie —ett
risks is hampered, to some extent, by an overreliance on known threats
derived from the analyss of predicate offences thereby missing information
on the methods and trends of ML activity that would only be derived from
ML crimes that were not prosecuted.

d) While there is a reasonably good understanding of risks at the sectoral level
for DNFBPs, thee is a lack of risk assessments of individual DNFBPs due to
the absence of supervisory arrangements. China is aware that the lack of
guidance for DNFBPs represents a vulnerability along with the failure of

o —' <o’ Z%tefe— 7% . <"t *> suntierstandifig «of i«
ML/TF risks faced by DNFBPs would be significantly enhanced once
AML/CFT obligations are fully and properly imposed on all entities in the
DNFBP sectors.
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Recommended Actions

a) China should expand the information sources relied upon to formiate its
NRA to include broader perspectives of the ML/TF threats, vulnerabilities,
fet 7"<oeoe «— T“f .t e—...S fe f..ftFec.. feot <o—1%"
publications on the subject as well as feedback from foreign jurisdictions.
This will allow a more babnced understanding of the ML and TF risks faced
by China beyond those directly linked to proceeds generating predicate
offences.

101. The relevant Immediate Outcome considered and assessed in this chapter is
10.1. The Recommendations relevant for the assessnief effectiveness under this
section are Rs.1, 2, 33, and 34.

Immediate Outcome 1 (Risk, Policy and Coordination)
‘— o —"Uiiderstanding of its ML/TF Risks

102. China has demonstrated a pattern of studying threats, vulnerabilities and risks
on a variety of subjects related to ML since the inception of AMLIMC in 2002. With the
completion and subsequent publication of its first NRA in June 2018, China has
formalized the process for identifying and assessing its ML and TF risks. The NRA is a
culmination of a two-year effort that involved input from 23 government
departments as well as different Fls and DNFBPs.

103. While considering a range of credible information sourced Scefis

primarily draws upon an analysis of 680000 published court judgements of predicate

offencesd ,f—™3te trsu fet trswa —' <o e (—ef7Z” " _St _S"ff—e —
economy and social order. The NRA places, however, a focus on predicatenuiés

and lacks sufficient attention to how the proceeds of crime are actually laundered

beyond those directly implicated in the predicate offence. While authorities in China

demonstrated a strong understanding of the contents of the NRA and proceeds

genera—<s%o ..."<sted —St ‘"1"fZZ —etf"e—foetce% ‘T Scefie "(ees T™
to be much lower.

104. The NRA alsanalyses inherent vulnerabilities and the mitigating controls in

place related to financial sector products and the activities of some DNFBPs. TheANR

T8fecete "—Zot"f «Zc—<te <o Scefie "f%o<et —S"'—%S fe f
preventive measures, such as the system of laws and regulations, supervision, and the

effectiveness and/or weakness of criminal penalties, law enforcement mechanisms
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and capabiities. For example, in discussing supervision relative to CFT, the NRA

e—f—%+a 04..—""te—-7>4 —-St "FZ%1 fe- o SFTE o= i Lltee—"—
working systems. First, the specific coverage of DNFBPs@hinais not clear.China
has not yet specifed the AML/CFT obligated DNFBPs, which is mentioned the in laws
and regulations. Second, the detailed CFT obligation requirements for DNFBPs have
not been issued. At present, there are no detailed requirements specific to DNFBPs on
customer identification, due diligence, or transaction reporing. Overall, there is a lack

Ot 72t fe— "tW%o—Zf—<'e fet %o—<ctfe. 1 "7 sffe—"1%e <o «a
indicated that these gaps were identified at the beginning of the NRA process in early

2017, at the time of theonsite visit, authorities were unable to demonstrate an

understanding of the MUTF risk faced by most DNFBPs.

105. Scefio —etf e—fetce%o ‘"~ "coo <o Sfe’i"ET > feo Tr"tZcfe.
threats, as evaluated by an analysis of adjudicated criminal cases ofedicate

offences, thereby missing information on specific methods and trends of ML activity

that were not prosecuteda  *<%oe< <...fe— “f.. =" —=Sf— ...‘e—"¢,——Ffe —* —Sco
position that their Criminal Lawdoes not allow the prosecution of sefaundering in

addition to the prosecution of a predicate offence, and their position that most ML

crimes are committed by the predicate offenders themselves. The sédfundering

activity becomes an aggravating factor in sentencing of the predicate offence. Ghin

asserts that the investigation and prosecution of ML activity igenerally inseparable

from the predicate offence. For example, China identified illegal fundraising as the

highest proceeds generating crimgyet ML prosecutions where illegal fundraisings

identified as the predicate offencerepresents less than 1% of the ML convictions.

106. S«cefie <o Z—tTte f ef..—<'e te  ETIH&sthe mAIMTF < < Fe

—-S"Ff— =" Sceof ™Mc—S Zcoc—tt =St f—e ettt > Z'. fZ 07 Zte— —f"
addresses some fundraising techniques, mainly seffinding through the sale of

personal assets and family support. The TF assessment contained within the NRA is

based mainly on qualitative analysis. The analysis collates information from

departments involved in countering terrorism, primarily MSS, MPS and the PBC,

identifying sources and channels of terrorist financing, and identifying the TF threats

“f.o.oft > Scefd St fefZsece ftt"teete Scefie "%ofecorf—<'ofZ ="
and law enforcement CFT workand analyses the vulnerabilities. In reference to

DNFBPs however, as stated earlier, the NRA notes a lack of coverage of DNFBPs and

concludes that there is a lack of relevant regulation and guidance for CFT measures

in DNFBPs.
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107. While China has addressedisk for some DNFBPs in the NRA, the PBC has not
conducted any risk assessment of individual DNFBPs (aside from trust companies)
thereby missing information related to risks posed by the clients of DNFBPs and their
products that would havebeenavailable were the sectors appropriately supervised

for AML/CFT. The CSP and DPS sectors are not discussed in the NRA and are unrated.
During the onsite visit, the DNFBP sector supervisors (the MOHURD, the MOF, and the
MOJ) demonstrated a low level of understanding oML/TF risk within their
supervised sectors. The authorities stated that the sector supervisors are actively
involved in the ML/TF risk assessment process, but no specific or detailed
information was provided to demonstrate this.

108. While an important step in —et f"e—fetce% <—-o 'coeed  Scefie

contains some gaps in its analysis of ML/TF vulnerabilities. One such example was

identified in the context of Fls conducting customer due diligence (CDD) measures.
St e—f—te —-Sf—- 0&-St"F «schdnneHo-iSddite-gbeuf the BO

information of legal persons and legal arrangements. Most banks do not carry out

Stee 0 Met e84 <o S foete it N TE%—Zf—'"> TE— < hete—s?

address company service providers (CSPs)

109. Another example ofgaps in the NRA relates to the assessment methodology:
the risk mitigation factors considered are, in some instances (e.g., in the vulnerability
assessment of the real estate sector) not the controls specified in tAML Law rather
the NRA considers vaus sector controls either unrelated to, or only indirectly
related to, AML/CFT controls.

110. Chinese authorities indicated that the NRA was a confirmation of a pre
existing understanding of ML/TF risk formulated over the past several years from the
various industry risk assessments conducted and the Annual National Threat
Assessment exercise. St "f—«<e% ‘T AS <o 'tec—<"Fi7Z> f°TF... %1 >
of understanding of risks, supported by the longstanding practice of threat,
vulnerability, and risk studies conducted in China, and the subsequent-codinated
actions to combat predicate offenses ML and TF.

National Policies toAddresddentified ML/TF Risks

111. As mentioned earlier, China has demonstrated a pattern of studying threats,
vulnerabilities and risks on a variety of subjects related to ML since the inception of
AMLJIMC in 2002. These studies, as is the case with the NRA, resulted in action plans
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often involving the issuance of opinions, measures, regulations and laws to serve as
mitigating factors to address the risks identified. Through the oversight of the State
Council, and the national audit process, implicated departments are held accountable
to delivering on these action plans

112. In 2013, China established the National Leading Group for Countgy
Terrorism (the Leading Group) TheLeading Goup plays a leading role in intelligence
warning, prevention, emergency response, aftercare, and publicity in every aspect of
countering terrorism, including terrorism financing. The Leading Group is servety
State Councilors, which consists of a leading group office and a countering terrorism
operations office. The members of théeading Group include fixed members and ad
hoc members. The fixed members include the MFA, MPS, MSS, and the PBC, while ad
hocmembers may include the Ministry of Transport, Ministry of Civil Affairs, Ministry
of Health, etc. depending on thtopics to be discussed/addressed. TheeadingGroup
sets policies and drafts action plans, the latest of which was shared with the
assessmeh team but for security reasons are not published publicly. After the
establishment of the Leading Group, various provinces, autonomous regions, and
cities also established local leading groups accordingly.

Exemptions, Enhanced arsimplifiedMeasures

113. Chnaidentified bank cards as higkrisk products. In response, China points to

the Notice of the PBC on Strengthening the Administration of Bank Card Business (PBC
Document No. [2014] 5knd the Notice on Further Strengthening the Arliloney
Laundering Workof Bank Card Business (PBGAD Document No. [2014] 124} two
examples of enhanced measures put in place to mitigate the risk related to bank cards.
These notices strengthened requirements for the identification during the application

and usage of bankards outlined inthe AML Lawand the Administrative Measures for
Customers Identification and Documentation of Customers Identity Information and
Transaction Records by Financial Institutions

114. China indicated that Fls are permitted to implement certain simplified
measures. Jointly with regulatory authorities, Fls are to evaluate the ML/TF risks of
the relevant business products, including the vulnerabilities of adopting any
recommended simplified measures. Any simplified measures adopted must be done
through reaching a mutual agreement with the regulatory authorities. One such
example was in 2016 when, after assessing the risk of various account activity, the
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PBC issued a classification system rfopersonal bank accounts. Accounts were
classified into three categories: I, Il, and Ill. Category | is an unrestrictellly
functioning bank account that must be opened in person at the Fl and is subject to-on
site verification of identity. Only one Catgory | account is permitted per customer
per Fl. Category Il accounts allow for the electronic transfer of funds, the purchase of
financial products, and for making payments of less than RMB DD0 per day.
Category Il accounts are restricted however, andannot be used to withdraw cash.
Category Il accounts only allow for small value consumption and payments with the
account balance of no more than RMB 1,000. Based on an identification of low ML risk
and in an effort to enhance convenience and inclusivess of financial services, China
allows Category Il and Category Il accounts to be opened througfbanking, mobile
banking, and other electronic channels without providing identity information
repeatedly or showing identity documents, thus simplifying catrol measures. China
indicated that no risk incidents have arisen from adopting these simplified measures.

Objectives and Activities of Competent Authorities

115. The prevalence of underground banking has been identified by China as a risk
related to ML/TF in that it provides a vehicle for the remittance of illicit income to
foreign jurisdictions with ease. In response to this risk (see 10.7) MPS has focused
resources and efforts on this criminal behaviar with considerable success.
Authorities report that in response to these efforts they are seeing a reduction in the
prevalence of underground banking.

116. CAMLMACqprioritise s its strategic analysis initiatives to focus on financial
transactions associated to predicate crimes, which are identified as higher risk
through the NRA and other assessments. These initiatives resulted in various high
risk crime related typologies reports disseminated to LEAs to assist them in
prioritizing their financial investigations. LEAs advised that these strategic analysis
products arevery helpful and assist them in setting priorities for their investigations.

It should be noted however as outlined in detail in both 10.6 and 10.7, LEAs use
financial intelligence primarily to drive predicate investigations, as opposed to ML
investigations. In addition, as identified in the write up 10.6, the majority of criminal
investigations using financial intelligence from CAMLMAC originate in requestrom
LEAs rather than spontaneous disseminationby CAMLMAC.
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National Ceordination and Ccoperation

117.
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are limited to the financial activity associated to the proceeds of a specific criminal
act as opposed to comprehensive financial investigations related to criminal activity
more generally. It is analogous to pursuing the proceeds of a drug transaction as
opposed to pursuing the asset of a drug trafficker.

121. While China lacks a comprehensive legal framework to deal with targeted
financial sanctions related to proliferation financing (see 10.11), the MFA and the PBC
have coordinated on steps to implement UNSCR requirements for the finaalcsector.
The MFA is responsible for informing other state entities of the existence of new
UNSCRSs related to PF. PBC is then responsible for communicating the UNSCRs (based
on PBC Notice 187/201)as well as issuing riskvarnings to selected vetted FIsAs far

as domestic coordination is concerned, to support implementation by banks, the PBC
has provided training and asked selected banks to screen their entire database
against the UNSCRs. Furthermore, as detailed in 10.11, the authorities have
coordinated to implement measures against PF, su@s in relations to exrt control
measures and the smuggling of banned goods.

Private T ... —AlWiareness of Risks

122. Many private sector entities were involved in the development of the NRA
alongside government entities. Electronic copies of the NRA were sent to government
departments and the major financial institutions. Smaller Fls and other regulated
entities were provided copies through their local PBC branches. The NRA was also
distributed to industry association bodies where it is available to DNFBPs. The
distribution method used for the NRA has also been used to distribute the Annual
National Threat Assessments with a summary version posted on the PBC website.

123. While the NRA was only published in June 2018, as identified earlier, China
has produced, and shared numerous threats, vulnerability, and risk studies related to
specific topics over the past several years. In addition, CAMLMAC produces strategic
analysis products and ML/TF risk reminders to guide Fls in their identification of
ML/TF risks and facilitate and increase the quality of STR reporting. In addition to
CAMLMAC, local PBC branches will issue guidance and risk warnings as well.

OverallConclusions
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CHAPTERS. LEGAL SYSTEM ANDPERATIONALSSUES

Key Findings and RecommendedActions

Key Findings

Immediate Outcome 6

a)

b)

c)

LEAs have access to and actively use a wide range of financial intelligence
throughout the lifetime of an investigation to identify and trace proceeds.
However, their focus is mainly on supporting investigations of domestic
predicate offences, and to a leser extent on supporting ML and
TFinvestigations and developing ML and TF evidence.

S <« f i cehttalised FIU arrangement consisting of CAMLMAC, AMLB and
36 PBC provincial branches has high potential to produce financial
intelligence that supports the operational needs of competent authorities
but its current functioning results in incomplete access of all parts of the FIU
to all data, fragmented analysis and disseminations, and limits the
development of a holisticor integrated or comprehensiveview to financial
intelligence.

—8F" “f..=t"e fZe' Zcoc— —-St i» arfalys® @nd share” 't
financial intelligence that is relevant for use by law enforcement. First, the
STR reporting requirements only extend to FIs and their level of
implementation is insufficient. Secondother sources of information, such
as information on crossborder currency declarations and beneficial
ownership information, are either limited ornon-tS<e—fe—8 <ofZ7Z>4 —!
operational independence is potentially undermin

$QWRQH\ ODXQGHULW B DQREUE R WQIWE DKEH BHRED WY ¥ KMEREO)LF7 RI$3* DQG ($*



50 G

.SfZZte%ote ™Mc—S " Tce% —-SF i —cec—F Z1"FZ *°
successfully prosecute ML. Most ML prosecutions involve immediate fégn
members and close associates of predicate offenders, which confirms that
—St 07ZZ2'™ —St «'et>alimif edinfpastfon the effectiveness of

ML investigations and prosecutions There have been three occasions
where legal persons have been chargewith ML.

c) Predicate crime investigation outcomes reflect that China has capable LEAs
that are skilled in the investigation of complex financial crime and
associated predicate crime. Financial intelligence is not routinely driving
ML investigations. It ishowever, identifying predicate criminal behaviours
which are actively investigated.

d) Effective, proportionate, and dissuasive sanctions are available and are
applied for ML. In addition, there exists a range of alternative measures
which can be applied wken prosecution for ML is not possible or not
appropriate. These include administrative sanctions, administrative
forfeitures, and the useof disciplinary procedures which can be imposed by
the C@ against its membership.

Immediate Outcome 8

a) China demonstraes a commitment to deprive criminals of property
through the seizure and confiscation of instruments of crime and criminal
Lttt ed fetcef—<'e " fTZ> [fZ<%ooe ™ calfhoughefie
the accuracy of statistics collection and analysis to nmitor and improve
performance could be improvedand an extension of the norconviction
framework or a broadening of the unexplained wealth provisionscould be
considered

b) The NRA acknowledges that substantial amounts of criminal proceeds flow
from China to foreign jurisdictions through underground banks. In
recognising this weakness considerable effort has been invested to target
and dismantle underground banking networks. This is commendable.
Authorities report that they are detecting less suchactivity as a result of
their enforcement efforts; however, the activity persists and continues to
provide for a mechanism to remit the proceedsof crime to other
jurisdictions . Focus of recovery of foreign remitted illicit proceeds that has
exited China is a current policy objective which has resulted in the recovery
of significant amounts of proceeds of crime.

c) China borders 14 countries and experiences hundreds of millions of
movements of people and goods, therefore challenges are significant. A
currency declaration system operates in China and enforcement occurs
with focus on people, and to a lesser extent mail and cargo. Resources and
equipment are deployed to highrisk border crossing entry and exit points
which have a degree of effectiveness, further investment of resource is
occurring at other entry and exits points, mail centes and at ports. China
acknowledges its border risk and the need to implement processes to
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improve the flow of information and intelligence between the border
agency, the PBC,and the neighbouring jurisdictions.

Recommended Actions
Immediate Outcome 6

a) In addition to the current use of financial intelligence for predicateoffence
investigations, LEAsshould also focus on using this intelligence to initiate
and conduct ML and TF investigations and tracing related assets, and to
develop ML and TF evidence.

b) China should review the current functioning of its FIU to ensure that all
information which is received, analysed and disseminated is readily
available and accessible to atlonstituent parts of the FIU at both the central
and regional levels. This review should include the saip of a database to
unify and centralise all components of the curret (stand-alone) databases
at central and provincial levels.

c) To ensure the operational independence of the FIU, China should remove
the requirement for the signature of the president of the PBC provincial
branch as a condition for— St ,” f dissBritnation of information to LEAs
and other competent authorities. CAMLMAC and the provincial branches
should include financial intelligence from counterpart FIUs in their
standard practices for analysis and dissemination of information.

Immediate Outcome 7

a) A review of the current legislation and consolidation of the Mloffenceand
the receiving offence into two separate and distinct single articles is
necessary.

b) Authorities should removethe threshold for the criminalisation of ML (Art.
312) and in addition amend 0, "< —eZ> ee ™G ¢ f 7 ML 7477
~S"$eS*Zt fo fo tZtete— "7 St "Tteet f@d08E O
similar wording as appropriate under Chinese layw and increase the
understanding and use of the ML offense by the prosecution and judicy
in practice. This would enable the ML offence to be applied against a much
wider range of ML behaviours.

¢) The authorities should reconsideration the policy, which focuses on pursuit
of those involved in predicate crime to includeone that hasa broade focus
—* 07 ZZ2'™ St etefs>0 ,f>'et —Stef ™S Ui f . —<"{
predicate crime, which will identify more persons (natural and legal)
undertaking ML activities.

d) China identifies significant risks with underground banking, and therefore
the strategy should extend beyond the current disruption activities to that
of a focus on the identification of thirdparty launderers and predicate
offenders who are using the services of underground bankers to launder

15 NRA, p. 221.
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chosen this approach. However, the assessment team has serious concerns regarding
the implementation of this decentralised approach in China, as set out in detail below.

x CAMLMAC;
X The AMLB; and
X Anti-Money Laundering Units within each of the 36 PBC provincial branches.

128. CAMLMAC is established at the central level and has primarily responsibility
for the receipt and analysis of largevalue transaction reports (LVTRS) and ordinary
suspicious transaction remrts (STRS) (i.e., transactions related to criminal activities
such as ML, TF, and predicateffences STRs). CAMLMAC also receives the
information contained in all key STRs directly and simultaneously reported to the 36
provincial PBC branches. It thuscentralises the receipt of disclosures filed by
reporting entities, as required by c¢.29.2 (see relevant details in the analysis of R.29 in
the TCA). This approach also ensures that CAMLMAC has access to all relevant details
of key STRs to complement its ownralysis of LVTRs and STRs. CAMLMAC reports
the results of its analysis to the MPS or other competent authorities at central level,
or passes the information on to the AMLB or a PB®ovincial branch for an
administrative investigation. The Head of the CAMUAC takes the final decision in
terms of dissemination to central LEAs or passing a case on for an administrative
investigation. CAMLMAC also conducts jointly with the AMLB analysis of complex
cases identified and transferred to them by the PBC provincidiranches. As of
30 June2017, CAMLMAC had 103 employees.

129. While the AMLB is primarily a policy driven unit, it also has the power to
conduct administrative investigations of STRs identified by CAMLMAC. In addition,
the AMLB coordinates and steers administiiive investigations with crossregional
aspects conducted by PBC provincial brancheaLLaw, Arts.8,23 26). The AMLB

has the independent power to disseminate the results of its administrative
investigations to central or local LEAs and other competemtuthorities. As mentioned
above, the AMLB and CAMLMAC conduct joint analysis of complex cases. As of June
30, 2017, the FIU division within the AMLB had seven employees.

130. St e <fZ L, fe..STe [t —ST vcefrs "HE . Ccfe—e T O
identified by local regulated institutions and whistle-blower reports. In addition to

16 Key STRs are defined as follows: (ifhe transaction is evidently sipected of ML, TF, or any
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the analysis/administrative investigation of these types of reports, the provincial
branches are also responsible for conducting administrative investigations based on
suspicious activits <t fe—< <ttt —S"' —% S io fofZsece fof o— of“—Foe—7
on to the provincial branches AMLLaw, Arts.8,23 26). During this process, the 36
branches have limited access to information collecte@nalysed and disseminated by
the other FIU componens at the central or local levels nor systematic coordination
with any of these FIU components. Subsequently, the 36 provincial branches take
independent decisions as to whether or not to disseminate the results of their
analysis/investigation to local competent authorities. Each of the 36 provincial
branches shares information on its disseminations with CAMLMAC to ensure that
information on key STRs and related dissemination data are centralised. However,
the branches keep process information and informatin collected during the
analytical/investigative process, including the information of cases not disseminated,
in a stand-alone database, which is not accessible outside the individual PBC branch
itself (i.e., not to CAMLMAC, AMLB and other branches). Indittbn, and equally
important, local LEAs work closely together with each of the 36 provincial branches
and frequently send requests for information directly to the relevant branch. Upon
receipt of such requests, the receiving branch enters them in its std-alone database.
CAMLMAC or any of the other branches have no access to information requests
directly sent by LEAs to an individual branch and are thus completely unaware of the
process and the information itself. CAMLMAC receives relevant information #ie
—cot 7 "fe. Sie tcootocof—cte —'te "F  _fo_ foet —Sce o Mef_cte (o -
its database. As of the end 2017, all 36 provincial branches together employed 90
specialized AML investigators.

131. The dissemination of all cases to LEAs and other comient authorities, both
spontaneously and upon request, by each of the 36 PBC provincial branches requires
the signature of the president of the branch. While the assessment team has no
indication nor evidence that this requirement has led to any undue iretrference in the
dissemination process, these requirements could however limit the independence of
the FIU and delay the timely dissemination of analysis results. Moreover, this
additional step in the dissemination process could delay disseminations to LEAnd

other criminal activity. (i) The transaction seriously compromises national security or affects

social stability. (iii) Any other serious circumstance or emergency.
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other competent authorities, which is of concern taking into account that key STRs by
their nature are often urgent and highly suspicious.

Use of Financial Intelligence and Other Information
Use of Financial Intelligence an@therinformation by theFIU

132. CAMLMAC receives STRs and LVTRs from all categories of Fls as its main type
of financial intelligence, while the PBC branches are the primary recipient of key STRs
from Fls. Reporting institutions also simultaneously send the information contained
in =St «f> e - 4 "' e Z—ecte (ot e Tf—f,fet feotf "'
use of the information to support its analysis of STRs and LVTRs. However, the lack
of reporting by the majority of FIs and the absence of reporting by DNFBPs limits
ie fet —-St ""Tco<fZ ,"fe+..Stei [, abalyse and shar¢”7Z>
accurate and timely financial intelligence. For more information and details on STR
reporting and on coverage of DNFBPs, see Chapter 1 and 10.4.

133. CAMLMAC, the AMLB, and the PBC provincial braeshhave access to a wide
range of financial, administrative, and law enforcement information, either directly
or upon request. The AMLB and PBC provincial branches also have the power to
obtain any relevant documents and materials from any reporting entitywhen
conducting an administrative investigation. This broader power (which happens to
correspond to technical requirements in R.29 (¢.29.3)), does not extend to CAMLMAC.
CAMLMAC only has the power to request a supplement and/or a correction from any
reporting institution when an STR or LVTR is incomplete or erroneous. If CAMLMAC
considers that a case file would benefit from additional information from reporting
entities, then it has no other option than to transfer the case for an administrative
investigation to the AMLB or one of the provincial branches. This approach limits
T facZim> ¢ TETEZ f S Zcomc TCET™ fet b % “cofe.<fZ

is relevant for LEAs. This is a concern because CAMLMAC is the only component of

Scefie f érhént%eand the only entity in the country with access to all STRs,
1t ca fef ed ‘7 o't ti-—fcZe ‘e -St 7" fe%otefe—ie f
information, see analysis on R.29 (c.29.3(a) and (b)) in the TCA.

134. CAMLMAC, the AMLB, and the PBC provincial branches have direct access to
police databases for passport and other identification details. Each of the FIU
components can obtain other police informationbeyond passport and identification
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<o"Vef_<te fTfZf, 2% f- =St fe Scefie . te="fZ ,feed << <7
through liaison officers at relevant competent authorities; (iii) information from
administrative sources such as, property ownership and social security information;

(iv) whistle -blower reports; and (v) information from public databases. LEAs can 3
obtain FIU data upon request. They do not have liaison officers at CAMLMAC, the

AMLB, or any of the 36 provincial branches to facilitate this indirect access.

140. While LEAs have the power to request information from Customs on incoming

and outgoing crossborder transportation of both national and foreign currency, the

fact that collection and storage of relevant information by Customs is mainly paper

based means that this type of financial intelligence is not readily available for use in
ol <o te—<Y%of—c'eosd

141. LEAs, both at central and local level, have the power to obtain financial
intelligence from reporting institutions, either directly or via CAMLMAC and the 36
PBC provincial branches. To facilitate the receipt of financial intelligence from
reporting institutions, LEAs at the central level, make extensive use of express inquiry
and fealback channels directly with FlIs, such as the dedicated Electronic Inquiry
Platform with more than 60% of the commercial banks connected. Similar
arrangements have recently been set up at the local level.

142. As setoutin R.31 of the TCA, LEAs have the poweuse special investigative
techniques when conducting a financial investigation and the authorities presented
relevant cases to the assessment team.

STRs Received amkquestedy Competent Authorities

143. Since 2012, CAMLMAGAMLBand the PBC provincial banches have worked
with Fls to reduce the volume of defensive reporting and improve the quality of STRs
and key STRs. These efforts have resulted in a significant decrease in STRs reported
to CAMLMAC (from 29.@nillion in 2012 to 5.44 million in 2016) and an increase in
key STRs directly and simultaneously reported to both the relevant provincial branch
and CAMLMAC (from 4800 in 2012 to 8504 in 2016).

144. The large majority of (key) STR reporting (95%) takes place in electronic

format and all relevant data @t te—1"tt t<'f..—-Z> <o ie fet -St
e < fZ Jfe..Stel Tf—f.fefed o te—co—% ' 71— —St” o>
the assessment team has no indication that CAMLMAC or the PBC provincial branches

face challenges when entering the relevantata in their databases.
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145. The fact that CAMLMAC directly receives the information contained in a key
STRs simultaneously reported to the PBC provincial branches allows CAMLMAC to
centralise the receipt of all types of reports (STR, key STR, and LVTR) by Chi ¢
arrangement. This is important because each of the 36 PBC provincial branches
operate standalone databases, which are not accessible by CAMLMAC, the AMLB or
any other branch.

146. FlIs face challenges in determining whether they should report suspiais in

the form of an STR or key STR. Representatives of FIs informed the assessment team

that they would only report a key STR to a PBC provincial branch and CAMLMAC when

they are able to identify an underlying predicateoffencethrough the results of ther

detailed and substantiated analysis, which they also referred to as an investigation.
Representatives of some institutions explained that in the absence of a predicate

offenced —Sf> ™' —ZF o= "F " oo’ oo <o =St e T f QetVef70
They clarified that, in such cases, they would file a reportin the form of a whistle-

blower report  directly with central or local LEAs but would not simultaneously file

an STR or key STR with CAMLMAC and/or a PBC provincial branch. This is a concern

because '~ —St ™ feeteete ctie—<Tctt <o e —efFVe—fetce% ‘7 St
proceeds of crime (POC) (see writeip of 10.4 for more details). Moreover, reporting

entities are often not in a position to confirm that a suspicion is indeed associated

with an underlying predicate offencebecause they have no access to law enforcement

information. This means that some reporting entities provide possibly relevant

“cofe.<fZ <o—fZ77<%ote.. .t Tt .—-Z> —" o ,—— T et= "E— = =" S
While this approach ensures that LEAs have access to suspicious activity identified by
"R <o %o Fe—c—cEe TN e M focte <o =S oTfe—<Hhof—ceeh <— Zco

to establish linkages with other data in its possession and to produce complete and
meaningful financial intelligence that could otherwise assist LEAs in identifying new
leads for investigation or support them in their ongoing investigations.

147. In addition to STRs and key STRs, CAMLMAC receives a high number of other
reports because of the requirenent for Fls to report LVTRS, including largevalue cash
transactions, largevalue transfer transactions, and largevalue crossborder
transactions, based on a low threshold. For details regarding the threshold for LVTRS,
see R.29 in the TCA. The number bV TRs has been steadily increasing since 2012,
reaching 4.94 billion in 2016.
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Operational Needs Supported by FIU Analyaigl Dissemination

148. All LEAs the assessment team met with during the onsite visit, both at the
central level and in Shanghai and Shenzhen, informed the team that disseminations
by CAMLMAC and the PBC branches are very helpful and often assist thiem
successfully completing predicateoffence investigations. They also mentioned that
financial intelligence from the FIU arrangement allowed them to initiate new
predicate offenceinvestigations. However, the statistics presented by the authorities
do not fully support these oral statements. While these statistics show a 100% success
rate of disseminations upon request (because CAMLMAC or the provincial branches
is respond to each request receivell the number of spontaneous disseminations,
especially byCAMLMAC do not result in or contribute to a comparative large number
of criminal investigations by LEAs. The following table gives an overview of the
number of both spontaneous disseminations and disseminations upon request by
CAMLMAC and the 36 PBC prowial branches, and an indication of how many of
these disseminations resulted in or contributed to criminal investigations by LEAs.
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Table 3.1. FIU Disseminations and Related Investigations

Investigatiorisllowing FIU
disseminations

% of

Disseminating Fil FIU disseminations
component

Spontaneous disseminations Disseminations upon request Total number of  Total

Number  Subsequent % of Total Number  Subsequent % of Total  disseminations disseminations
investigations number of investigations number of resulting in an
investigations investigations investigation
PBC Branches 357 100 14.4% 591 591 85.6% 948 691 72.9%
2012 CAMLMAC 122 15 2.9% 507 507 97.1% 629 522 83.0%
TOTAL 479 115 9.6% 1,098 1098 90.5% 1577 1213 76.92%
PBC Branches 490 168 20% 669 669 80.0% 1159 837 72.2%
2013  CAMLMAC 204 17 1.6% 989 989 98.3% 1193 1006 84.33%
TOTAL 694 185 10% 1658 1658 90% 2352 1843 78.36%
PBC Branches 931 155 13.5% 994 994 86.5% 1925 1149 59.69%
2014  CAMLMAC 416 39 2.2% 1699 1699 97.8% 2115 1738 82.17%
TOTAL 1347 194 6.7% 2693 2693 93.3% 4040 2887 71.46%
PBC Branches 1577 198 11.2% 1567 1567 88.8% 3144 1765 56.14%
2015  CAMLMAC 588 70 2.6% 2647 2647 97.4% 3235 2717 83.99%
TOTAL 2165 268 6% 4214 4214 94% 6379 4482 70.26%
PBC Branches 1980 286 15% 1619 1619 85% 3599 1905 63.14%
2016 CAMLMAC 720 85 3% 2701 2701 97% 3421 2786 81.44%

$QWRQH\ ODXQGHULW B DQRSU E R WQIWE DAKH BHRED WX ¥ KHBEREO)SF)RIS3* DQG ($*



CHAPTER 3. LEGAL SYSTEMS AND OPERATIONAL IS&8IES

149. In 2016, CAMLMAC disseminated a total number of 421 cases: 720
spontaneous disseminations and Z01 disseminations in response to a request from
LEAs. These 321 cases contributed to/resulted in 2786 criminal investigations by

LEAs: 85 because of spianeous disseminations and Z01 in response to all of the 3
"ft—Fe—e "7 4 Sce effee -Sf- ™ScZ% zsavv" 7 e
Teootocof—cion eV ——Ft ' "fe—7 Ft <o L VcecefZ <oTfe—<%of -
spontaneous disseminations only represent 3% otie total number of these criminal

<o fe—<%of—ctes ™Mc_S _SF ‘—SF” {y" feft ‘o ioby fe’teefe —* "%

LEAs. The authorities did not provide any statistics to show how many of theser86
criminal investigations with financial intelligence from CAMLMAC resulted in
prosecutions and convictions because the focus of the statistics is on criminal
investigations only. The authorities explained that the investigative process following
FIU disseminations is long and feedback up on subsequent prosecutiomsd
convictions is often not available.

150. o f8'Zfef—c'e " St Z'™ME" e . Fee "f-F *7 To o'fe
disseminations compared to its disseminations upon request is the high threshold
that CAMLMAC applies for most of its spontaneous disseminations t&As, namely
when it has a clear indication of a specific predicateffence This shows to be a
challenging approach taken by CAMLMAC, as one of the essential components of
Scefie flecoco—"f—< % f7 fe%otoete—a fof —Sce f'Hof e —* Zcoc— <
disseminate meaningful financial intelligence to LEAs spontaneously. On the other
hand, PBC provincial branches spontaneously disseminate relative higher numbers
of files to LEAs compared to CAMLMAC, and this appears to be the direct result of the
nature of key STRs, namely that this type of STRs received by the provincial branches
often already include an indication of the predicate offence. It does therefore not
establish that provincial branches undertake more extensive analysis, or analysis of
a higher quality than CAMLMAC

151. In 2016, the 36 PBC provincial branches disseminated together a total number
of 3599 to local LEAs: 080 spontaneous disseminations and 519 disseminations
upon request. These 399 disseminations contributed to 1905 criminal
investigations by LEAs: 286 because of spontaneous disseminations (being on
average eight cases per PBC provincial branch) and519 in response to the same
number of requests from LEAs (being 45 cases per PBC provincial branch). This
means that in 15% of tle 1905 criminal investigations LEAs used financial
intelligence from spontaneous disseminations while the other 85% were a direct
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result of requests for information from LEAs. The authorities did not provide any
statistics to show how many of these crimial investigations resulted in subsequent
prosecutions and convictions as the focus of the statistics is on criminal investigations
only. As mentioned above, the authorities explained that the investigative process
following FIU disseminations is long anddedback up on subsequent prosecutions
and convictions is therefore often not available.

152. The authorities presented the team with successful cases, including the
following example, which demonstrates a successful dissemination upon request by
one of the provincial branches.

Box 3.1. Example of Law Enforcement Use of Financial Intelligence for a
Predicate and an ML Investigation

This case is an example of the successful conclusion of both a predicate
offence and an MLoffence investigation with the active involvement of a
PBC local branch. In 2012, the Fuzhou Public Security Agency investigated

<°T<~<'l'—f2 TEY e—el¢ e T O "cel T <22i%of2 17
During the lifetime of the investigation, the Public &curity Agency
niu_i._:t-'- <o tr (.._f.“.i. _Si f..(.—f....:t «~ _Si

branch. The provincial branch identified the involvement of 8 banking
institutions and 18 of their customers, each with dozens of accounts. The
"o < fZ 7 f+staBde clamfied the source and destination of the
proceeds from the predicateoffenceand provided important evidence for
solving the case. The Public Security Agency also identified that another
person W and other individuals were involved in laundering' ™ ie <ZZ % %o f
‘o—feeft "T—eted St —0eS'— e—f"efitcf-—1% XforZztie
defrauding public deposits andW for ML butthe authorities did not provide

the assessment team with details on the sentences

153. When the PBC provincial branches are not in a position to confirm a predicate
offence purely based on a key STR, they have the option to open an administrative
investigation. During this process, they have access to additional information from
reporting entities as well as administrative and law enforcement information (see
core issue 6.1 for more details). However, the PBC provincial branches have only
Zese—tt temio - fol Foeo -° e Tf-f.f<%
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data from CAMLMAC. Authorities explained that they take this approach to ensure
that dissemination of information, if any, takes mce as quickly as possible after the
receipt of the key STR, and requesting information from CAMLMAC would delay the
dissemination of financial intelligence. Direct access to the entire CAMLMAC
database, including all LVTRs, would therefore address part tife concerns set out
above (standalone databases at the other provincial branches remain inaccessible)
and add value to the financial intelligence package.

154. PBC provincial branches would request CAMLMAC for assistance in more
complicated cases, as illusated by the following case example. This case example
also illustrates that LEAs use disseminations by CAMLMAC and the PBC branches for
successfully investigating and prosecuting predicateffences, as opposed to ML
offences, as set out above.

Box 3.2. Use of Financial Intelligence in a Predicate Offence Investigation

This example points to the use of financial intelligence for the conclusion of
a predicate offenceinvestigation/prosecution with the active involvement

of both CAMLMAC and a PBC local branch. In 2013bank in Tianjin filed
o:t> e ‘o (0T(~('l'_f20 foT a S:t Te (f.GE(o "f
administrative investigation and concluded that the suspicious
transactions were likely to involve illegal business actities, such as
underground banks. Given the importance and complexity of the case, the
provincial branch transferred the initial results of its administrative
investigation to CAMLMAC for further analysis and input. CAMLMAC
conducted data mining and transation analysis and subsequently
disseminated a number of cases to the MPS (number unknown). The public
security agencies at thdocallevel investigated the case based on suspicions
of illegal business operations. Through the investigation, the public sedty
agencies identified a large underground banking case, wound up 10
underground banks, and froze 264 bank accounts for #tal amount of
nearly RMB140 billion. The local People's Court sentenced a number of
individuals (number unknown) for crimes of evaling foreign exchange
monitoring and foreign currency purchase defrauding undeCriminal Law
Art. 190..
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opportunities to identify ML operations through targeted operations against
underground bankers. See 0.7 writaip for more details.

156. Unless a PBC provincial branch explicitly requests CAMLMAC for assistance,
as illustrated by the example above, theresino systematic interaction between
CAMLMAC and the 3&BC provincial branches upon the receipt of a key STR.
CAMLMAC is therefore unaware of the action, if any, the branch takes in response to
a key STR, unless the branch spontaneously disseminates theyk8TR and its
associated analysis to the local LEAs, and subsequently makes relevant information
f f<Zf,2%f - & St efce "Ffere " _Scoe e _Sf—tf...S " St
branches operates a standgilone database, which CAMLMAC or any of theher 35
provincial branches cannot access, as set out in detail in core issue 6.1 above.
Authorities do however not see this fragmented approach as an impediment for
effectiveness because CAMLMAC also receives the information contained in each key
STR to thke provincial branch, and receives information on a subsequent
dissemination, if any, by the provincial branchesdowever, CAMLMAC does not have
access to information collected at a specific PBC provincial branch unless the branch
makes these details availble to CAMLMAC following its disseminationNor would
CAMLMAC be aware that a branch is working on a key STR or responding to a request
from LEAs, and what other information the branch has to its disposakimilarly, the
branch would not know if any of theother 35 branches or CAMLMAC would be
working on cases related to the same subjecnor if CAMLMAC would have any
relevant LVTRs in its database

157. The simultaneous reporting of STRs to CAMLMAC and the information on a
subsequent dissemination by the prowicial branches indeed present concrete
opportunities for CAMLMAC to add value to the financial intelligence chain. In
practice, this does not seem to happesystematicallyfor the following reasons. While
CAMLMAC receives all information contained in a keTR and includes it in its
database for use in future analysis, it does not proactively check its database for
linkages with STRs, key STRs or LVTR$r doesCAMLMAC give any specific follow
up to a dissemination report it receives when a local branch gseminates a case based
on key STRs. While one would expect that a dissemination of key STRs by a local
branch would trigger the subsequent dissemination by CAMLMAC of any associated
STRs, key STRs and LVTRs in its database, this is not the case.
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158. Similarimpediments arise when LEAS send requests for assistance to the PBC
provincial branches. While the receiving PBC branch introduces the details of such
requests in its own database, this information is not available to CAMLMAC or any
other branch for use intheir own analyses because they are simply unaware of the
relevant law enforcement information. CAMLMAC receives a copy of all the
disseminations upon request for inclusion in its own database but, as with
spontaneous disseminations, CAMLMAC does not gy specific follow-up to these
disseminations. This approach severely limits the analytical processes in place,
prevents the development of a holistic view, and ultimately limits the relevance of the

[ 7 fe%ototo—ie '——'——e ~'" ot mpetenmt gutHoritieS " ...

159. When the provincial branches suspect or identify linkages with other
provinces they can refer a case for joint analysis by CAMLMAC and AMLB or request
the AMLB to initiate an administrative crossprovincial investigation. From 2014 to
2017, the AMLB initiated 1193 such inter-provincial administrative investigations
involving various branches, or nearly 300 administrative investigations per year.
However, it is not clear what disseminations, subsequent investigations, and
prosecutions and convictions, if any, followed from this, making it impossible to
assess the effectiveness. Moreover, in 2017, the AMLB and CAMLMAC performed joint
analysis in complicated cases thaked to 63 spontaneous disseminations. These 63
disseminations all resuted in subsequent investigations by LEAs and other
competent authorities; however, it is unclear how many of these investigations
resulted in prosecutions and convictions, which equally prevents the assessment of
effectiveness.

160. As mentioned above, CAMLMA receives a high number of other reports
because of the requirement for Fls to report LVTRs based on a low threshold. The
large volume and filing of LVTRs has a high potential to become useful for intelligence
operations through operational and strategicanalysis, following larger money trails
and identifying wider networks. The authorities provided the assessment team with
13 cases in which the LVTRs reported to andnalysed by CAMLMAC resulted
in/contributed to successful criminal investigations by LEAsand subsequent
prosecutions and convictions. Eleven of these cases clearly show that CAMLMAC
successfully uses LVTR data to support its analysis of STRs and subsequent
disseminations, and to respond to requests from LEAs. One case also showed how
CAMLMAChitiated and successfully completed irdepth analysis of LVTRs based on
information received from foreign counterparts. The two other cases provided
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evidence that CAMLMAC conducted datamining of LVTRs and identified involvement
in predicate offences and ths led to the dissemination of these cases to LEAs and
supervisors respectively.

161. Both CAMLMAC and the PBC provincial branches produce strategic analysis.
They primarily issue these products to guide Fls in their identification of ML/TF risks
and facilitate the (key) STR reporting regime. For example, they published documents
to guide Fls in their monitoring and analysis of illegal fundraising and TF activities.
They also issued various ML risk reminders on the latest trends in and characteristics
of ML/TF activities. These risk reminders thus also assist Fls to increase the quality
of STRs and this would ultimately result in higher quality financial intelligence. In
addition to the documents produced for reporting entities, both CAMLMAC and the
provincial branches issue secalled national and regional ML analysis and research
reports to raise awareness of and provide policy guidance to LEAs and other
competent authorities on new trends and typologiesC.29.4(b) requires strategic
analysis to use available ath obtainable information, including data that may be
provided by other competent authorities, to identify money laundering and terrorist
financing related trends and patterns. The limitations presented by the standlone
databases at the level of the 36 RB provincial branches and the limited access by
JOfe...Ste - ie tf—f,fefa feo of— ‘—— f, 714 fZe" ot%f-
effectiveness of strategic analysis processes. As pointed out in 10.1, the strategic
analysis products did, so far, not result in anyignificant changes in terms of ML and
TF investigations but provided useful contributions in terms of predicateoffence
investigations.

162. The statistics provided to the assessment team show that in 2016, CAMLMAC
and the PBC provincial branches identified ath spontaneously disseminated 412
instances of TF (176 by CAMLMAC and 236 by provincial branches). During the same
year, LEAs initiated 147TFinvestigations. The authorities were unable to provide a
concrete indication of how many of these 147 investigatias resulted from the 412
FIU disseminations but clarified that they believe that 2030% (or 29 to 44 cases)
were initiated based on FIU information. The origin of the other 70% is unknown.

163. The authorities provided several examples of TF investigations and

subsequent prosecutions and convictions following spontaneous disseminations and
disseminations upon request by both CAMLMAC and the provincial branches. The
example below involving CAMLMAC shows that financial intelligence produced by
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S«

efie 1 gefrighe clearly has the potential to offeadded valuefor use in TF

investigations.

Box 3.3. Example of a successful CFT case initiated by the FIU based on an
STR by a FI

In 2014, a financial institution reported to CAMLMAC that "& T ,fee
account presented suspicious transactions. The credit transactions
consisted of numerous cash deposits at ATMs in those regions of China
where the Eastern Turkestan Islamic Movement (ETIM) operates. Despite
the very high fees charged for cashwithdrawals abroad, the debit
transactions mainly consisted of cash withdrawals at ATMs in Malaysia and
Turkey, but also in other regions of China. In miduly 2014, the account
becamedormant. Intelligence from the police showed that Mr. A had left
Chinafor Turkey.

LSFEf e—<...e T TA e —"foeef . —<'ee ""Tetoeo
the flnancmg methods of the ETIM and CAMLMAC therefore included an
indicator in its database that would trigger an alert upon receipt of
additional (key) STRs or LVTRs. In Juné)26, after two years of inactivity,

o:tTM f.T o(o(Zf” __.”:I:T(_ _"foof_.__(‘oo ‘e ’Zfi
bank again reported these to CAMLMAC. The STRs immediately triggered
fe fZ3"— f-f Te fefZrece <tie—<"<it -Sf- T4,

also consisted of international transfers via an underground bank, also
under monitoring by CAMLMAC. In addition, CAMLMAC had the
beneficiaries of the various transfers on record for suspicion of terrorism
financing. On that basis, CAMLMAC disseminated the eds the competent
LEA. In the course of the subsequent investigation, the police identified
another individual Mr. M. who confessed to act on behalf of Mr. A. Mr. M
was subsequently charged with the TF offence and sentenced to mahan
one decade in pison.

Cooperation and Exchange biformation/Financial Intelligence

164. . oio_(‘oiT Ce asa S(of]'o T‘o:to_(.“ A"f.iTM‘"o Ten

fet " tcef—cte " f—Fe —ett” —St TE"fZZ e—"1""coc's T St
arrangement and LEAs have méanisms in place to allow for the sharing of financial

intelligence and other information, as described in previous paragraphs.

165. S:t -I.. f.T .(%o.iT f i.i”f.T_. [ e it!:t"f_(l.

Electronic Exchange Platforms to facilitate online requests, sistance and feedback

on use of financial intelligence. CAMLMAC, the MPS, the Ministry of Industry and

Information Technology, and others also jointly established a platform for the
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the authorities provided the assessment team with a case example showing how
CAMLMAC initiated indepth analysis of LVTRs based on an information request
received from one of its foreign coungrparts, and subsequently completed with
information from a third FIU. Despite this positive outcome, which is very welcomed
by assessors, feedback from the global network pointed to weaknesses in the scope
of assistance that CAMLMAC is able to provide. A&entioned above with regard to
core issue6.1, CAMLMAC does not have the power to request information from any
reporting institution. In addition, fundamental deficiencies in availability of BO
information in China also have an impact on the exchange adhdincial intelligence
with foreign counterparts, and the effectiveness of such exchanges and the
production of financial intelligence more broadly.

169. In November2016, CAMLMAC set up a special cooperation mechanism with
the Australian FIU AUSTRAC. CAMLMAGdaAUSTRAC share financial data on a
monthly basis. CAMLMAC screens all key STRs for links with Australia and makes
these data available to AUSTRAC. On the other hand, CAMLMAC conducts analysis of
STRs it receives from Australia in view of dissemination tbhEASs.

Overall Conclusions oimmediate Outcome 6

170. Chinais rated as having a moderate level of effectiveness for 10.6.
Immediate Outcome 7 (ML Investigation and Prosecution)
ML Identification andinvestigation

171. The MPS is the government ministry with resposibility for law enforcement.
The MPS has subordinate Public Security Bureaus (PSB) at provincial and municipal

$QWRQH\ ODXQGHULW B DQREUE R WQIWE DKEH BHRED WY ¥ KMEREO)LF7 RI$3* DQG ($*



70 GCHAPTER 3. LEGAL SYSTEMS AND OPERATIONAL ISSUES

172. The General Administration of Customs (GAC) is the border agency which
supervises inbound and outbound activities. Withi the GAC is the AntBmuggling
Department, which can investigate ML associated with custormelated crimes.
Generally, upon detection of ML activities, matters are referred to ECID.

173. Investigators within the newly formed National Supervisory Commission
(NSC) (formally the Central Commission for Disciplinary Inspections (CCDI) and the
Bureau of AntiCorruption and Bribery of the SPP) have the mandate to undertake
specialized investigaton of suspected misconduct by public officials. Suspected ML
identified by CCDI is referred to public security bureaus for investigation.

174. The SPP has a national responsibility for prosecution of ML and predicate
crimes. The SPP exercises authority over psecutions, reviews investigations,
determines evidential sufficiency for prosecution, and oversees the activities of the
public security agencies, as required. The SPP is an agency that comprises trained
legal practitioners, who present prosecutions to tike SPC and the subordinate courts.
The SPP have an important role in that prosecutions only advance to the courts upon
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to the PSBs. Such admigiirative agencies routinely refer matters to PSB%.In 2017,
the Central Committeeof CPCGand State Council reaffirmed a commitment to fight ML
and tax evasiof! and mandated that agencies should work in close collaboration.

176. The crime of ML is criminalizedunder three discrete articles of theCriminal 3
LawArts. 191, 312, and 349each having a distinct application. Artl91 addresses the

behaviour of laundering the proceeds of a specified range offences. Art 312 covers

the laundering of proceeds generatd from any crime subject to a minimum threshold

or particular conditions. Thresholds are established at the discretion of each province

within a range of not less than RMB 800 (USD 440) and not exceeding RMB) 000

(approx. USD #467). Current thresholds implemented in each province of China

range between RMB3 000 (approx. USD 440) and RMB @00 (approx. USD D27).22

Art. 312 also criminalises theoffence of the receipt or receiving of property derived

from crime. Art. 349 relates exclusively to the hebouring or disguising of pecuniary

benefit derived from narcotic crime (which could also be captured under As. 191 or

312), but this offence also criminalises the behavior ‘'~ 0¢S<tZt<e% 06 ‘"~ “fett”e
involved in drug trafficking which extends to the harbairing, transfer, or concealment

of narcotics (refer to R.3 of the TCA).

177. "t fZ27>& Sceof T—Te—feo f o—"f—_T%> feot <eTFe—<%of—c'e F—
money,6 S ™t f"4 <o " f .. —<..f =St e'et> <o "pHehcBMhEreds -St "it<... f-
ML prosecutions occurwith modest frequency. Authorities explained that it is a

principle of Chinese law that where the offender (launderer) knew of their intended

role to deal with proceeds, (a behavior that would ordinarily be a contravention of

an ML offence) prior to the completion of the predicate criminal behaviaur, their

Zf—etd co% f..—<'oe f7F —Stef " fo Of... .. ‘onney.vauld-* —St it
therefore be prosecuted for the predicate crime. Authorities identified that this

20

21

22

Art. 3 of Provisions on Transferring Suspected Criminal Cases by Administrative Authorities
obligates administrative authorities to transfer detected crimes to public securities agencies.
Opinion on Strengthening the Supervisory Framework and mechanism for -Muaney
Laundering, Combating the Financing of Terrorism and Affiax Evasion(State Council GAD
letter [2017] 84).

St e—%""f—f-cte T =St —vfed FUZ%ie —"— 7 efTEVfZ coo—Fe te St f
in the trial of criminal cases on covetup or concealment of crime related income and proceeds
St Ette e focte 0 —'"fet 1717k placesvalugs thresholdss

and other conditions on when this offence can be prosecuted.
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strategy also ersured a harsher penaly as the ourts impose sentence in accordance
with the most serious offence, which is generally the predicate. China confirmed that
it would only be appropriate to charge an individual or a legal person with ML if it
was proven that their knowledge as to lhe origins of property they dealt with, was
acquired after the predicate criminal act was completed. Public security agencies, and
representatives from SPP and the SPC confirmed this approach. This concept is
understood, and it confirms that the limited posecution of ML is due to China having
a narrow focus on third-party launderers, who were not actively engaged prior to the
Lteefe fefe— 7 _St "itc..f-f ..."¢eFd& Sce "i"fifZe —-Sf- —SF of
etefr>d ™' 7t o= "' —_cetZ> £5—1eehgaged ® provide SIL gehices
after the occurrence of the predicate criminal behavior.

Consistency of ML Investigations and Prosecutions with Threadtk Rrofile and National AML
Policies

178. Authorities have identified that significant proceeds are genexted from high-
risk predicate crime types and increasing numbers of predicate convictions for crime
types such as illegal fundraising, tax crime, participation in pyramid selling schemes,
LT —cte fet —FZ% . tee—ec. f—<'e ""f—te freasingTas..—<"t ° Sce
on income generating crime. During 20132016, China idetifies that 2.6 million
persons were convicted of predicate income generating crime.

179. Given the number of predicate convictions and the geographical size of China,

it is difficult fora ——S“"<—<fe —* <tte—<"> e—f—co—c...o fo —' —Sf e—o f"e ‘"
who provided ML services, but who were convicted for the predicate crimes. For this

reason, statistical data that confirmed the existence of parallel investigations to

identify and proseaute third-party launderers is limited to those persons convicted

under the three ML articles being Ars. 191, 312, and 349.
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Table 3.2.Convictions Entered Pursuant to the Three ML Articles 23

Year Convictions Verdicts Verdicts
Art.191 1/ Art. 312 2/ Art. 349 3/
2013 4 5530 15
2014 2 9346 12
2015 10 7058 16
2016 26 5549 23
2017 45 10193 37
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predicate activities in China. Analysis of the Artl91 convictions (which targets the

most serious ML offending)during the period 2013 2017, identifies that convictions

against this article are increasing, but a comparison with the volumesf predicate

crime highlights ML response using this specific article remains low. China
acknowledges that the gradual increase in application of Ars{s <¢ t—3F —* Scefie
judicial system being relatively conservative and therefore accepts the need to
increase the awareness of the application of Ar191.

182. lllegal fundraising is the single highest income generating crime, reportedly

contributing to approximately 39% of all illicit income generated in China. However,

corresponding Art. 312 convictions (Chee fie ""cof”s "—<...ZFf —eft —* "7'ef . ——1%
predicated by this crime type comprise less than 1% of all ML prosecutions. Similarly,

national strategic documents such as the NRA identify a current China policyftxus

on tax crime. During 2013 2017, there were 19850 convictions for this crime type

with comparative ML prosecutions predicated from tax crime being a relatively low

30 Art. 312 convictions.

183. Although it is accepted that additional ML behaviors will have been

et ——FT <o fl Ut foe e« St oS fOfE% >0 fo <o =St . fef <o of
countries), the high incidence of predicate criminal behaviars all of which generate

tens of billions of RMB, confirm considerable ML activity is not being investigated and

appropriately prosecuted.

184. Autho”<—<fe <tte—<"ctt —Sf— Fe—f,ZceSce% —St FZtete— " 0,7 ¢
an ML offence remains challenging. SPC issued an interpretation in 2009 to assist

Investigators, the Procuratorates, and the Cours ™ «—S %o —<t fe... 3 fe —* S*™ 3 “¢'—o
ee' ™ . ‘—nfeired from objective, factual circumstances. Howevegs a result

of discussions omite and from a review of statistics, it is clear that this interpretation

has had limited impact on the use of the ML Articles.

185. The prevalence of underground bankings a concern to Chinese authorities.
The NRA identifies that undergound banks (together with crossborder cash
smuggling) is a preferred channel to remit illicit proceeds offshore. In 2016, public
security agencies investigated 380 underground banking netarks, arresting over
800 persons involving transactions exceeding RMB 900 billion approx.
USD132 billion). Throughout the onsite visit, authorities made numerous reference
to the use of underground banking networks to launder criminal proceeds (and assis
in the movement to TF funds). However, with limited exception, it was expressed that
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investigation and prosecution of varioustypes of ML activities, including three cases
of ML with a foreign predicate offence, third-party ML, and standalone ML have
occurred, but in context of risk and predicate crime, convictions occur with
insufficient frequency.

188. Regarding the prosecution oML associated with foreign predicateoffences,

in 2005, a Chinese citizen was convicted for the laundering of funds that were derived
from predicate activities that occurred in Malaysia. This individual was sentenced to
-S7t% >dnfigrisonment and fined RMB330 000 (approx. USD48 430). More
recently, two additional examples of prosecution associated with a foreign predicate
crime have occurred both resulting in successful convicted pursuant to AB12. Most

of the limited Art. 191 prosecutions emergingout of domestic drug, corruption, and
fraud-related crime. The subjects of these prosecutions are often a family members
or close associates of the predicate offender.

189. The following are examples of ML cases, linked to narcotics, corruption and
illegal fundraising.

Box 3.4. Examples of a Narcotics and ML Cases Using Article 191

Case 1 J assisted his cousin with laundering the proceeds of ephedrine
sales. J established companies in false names, he also established two liquor
companies and a secondhand car dealership through which the illicit
proceeds were laundered to the value of RMB 11.2 million (approx USD
1.64 million). On September 16, 2015, J was convicted of ML, sentenced to
—S"ft >t fei <o’'"coteete_a f6000QO fapprox. USD 88 056).

Case 2 B engaged the services of his sister, Y, and his brothedaw, H, to
receipt his drug-dealing income through their banking facilities. Y received
RMB 10 950 (approx. USD 1 607), and H received RMB 8 000 (approx. USD

1 174) with the knowledge that their bank facilities were being used to
disguise the illicit source ofBie «<e...'ef& ¢ f..Fe " tyd trsx
convicted of ML and sentenced to orand-a- S fZ"~ >3 f7ei <o’ "ce‘eoto_
fined RMB 2 000 (approx. USD 293), H was sented to oneyear
Co'Vcoteste ™M S g7 efe_Sef " focte <o frtc—cte = f
(approx.. USD 146)

190. A number of other drugrelated case reviews identify the use of Art312 to
prosecute the concealed possession of criminal proceeds, such as possessing
proceeds of crime on behalf of, and for the benefit of, a person involved in predicate
criminal activity. In relation to Art. 349, case reviews identified that this article was
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used to prosecute persons who held narcotics for safekeeping on behalf of another, a
behaviour discrete from ML.

191. Corruption is a recognised predicate crime in China, and authorities have
made commendableefforts in combating this problem. ML prosecutions identified in
relation to this crime type largely involved family members and close associates of
the predicate offenders. No cases were reviewed that involved corruption and bribery
activities that were occurring in foreign jurisdictions.

Box 3.5. Examples of Corruption and ML Cases Using Article 191

Case I Z received funds from his Uncle L, who was a mayor and Municipal
Party Secretary, with the knowledge that the funds werehie proceeds of
corruption. Upon receipt of the funds he invested them in a property
development on behalf of his uncle. On August 18, 2016, Z was convicted in
-St fFoZfie —r— " 4 efe—te. . Ft - —-S"it 5tf
fined RMB 1.1 million (approx. USD 161 437). Z appealed the conviction
™S¢...S ™Mfe —'StZt > =St e—freftcf-F fZ%tie

Case 2 L received bribery proceeds to the value of RMB 200 800 (approx.
USD 29 469) from his brothefin-law who was a senior official in the
Agricultural MacS<et”> foef%ofefe— —"1f—& St "—efe T
bank accounts, and he undertook various financial transactions and
acquired vehicles on instruction of his brothefin-law. On December 18,
2014, L was convicted for corruption and ML and sentenced to simonths
imprisonment and fined RMB 20 000 (approx. USD 2 935).

192. lllegal fundraising is identified by China as a highisk income-generating
predicate crime and considerable enforcement activities had occurred to combat this
crime type.

Box 3.6. Examples of lllegal Fund Raising and ML Cases (Article 191)

Case 1 L was the cousin of a subject who without the approval of the
National Financial Regulatory Authority raised funds from the general
public amounting to RMB 175 million (agprox. USD 25.7 million). With
knowledge that funds were illegally raised, L permitted the use of personal
bank accounts for the purpose of managing the funds. On July 21, 2016, L
was convicted of ML and sentenced to two years and three months and
fined RMB150 000 (approx. USD 21 936).

Case 2 Between 2008 2001, funds were illegally raised from the public
promising a high yield of return. The principle offender transferred RMB
100 million (approx. USD 146 million) to Z, his exvife. On August 10, 2017,
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Z was sentenced to seven years imprisonment and fined RMB 40 million
(approx. USD 5.9 million) for ML

193. A review of 93 ML case examples provided by China demonstrated that there
is the capacity to effectively investigate these predicateffences; however, statistics
confirm that investigation efforts are not consistently aligredto risk.

EffectivenessRroportionality and Dissuasiveness of Sanctions

194. In addition to the previously referenced legal issues, authorities identified that

the modest number of ML prosecutions reflected their desire to pursue the

Of v e ‘o' 7¢.. 10 o="f—1%> feo —=Sf— " f...S f...Sct " fe S<% St ete-1
investigators and prosecutors identified that standalone ML prosecutions resulted

in lower punishments when contrasted with the punishments for predicateffences.

The team, however, considered that the sanctions available are effective, dissuasive,

and proportionate, given that MLoffences each have a maximum sentence of up to 10

>Ef el <o’ Vcofeete—d % FI-St" ™S ‘e —etfcefflat€tkete fet T'U7:
measures.

195. An analysis of sentences from the case reviews evidenced that most
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Immediate Outcome 8 (Confiscation)

Confiscation of Proceedsnstrumentalities and Property of Equivalent Value as a Policy
Objective

197. China, through policy, law, and strategy, demonstratea commitment to
pursue and confiscate criminal proceeds through both criminal and administrative
proceedings. The State Council recently issues d@pinion on Strengthening the
Supervisory Framework and Mechanism for AML/CFT and Arak Evasionthat
reinforced the resolve of the country to pursue the recovery of criminal proceeds as
a national policy objective.

198. The Criminal Law of Chinaeflects this intent with Arts.59 and 64 providing
legal authority to confiscate criminal proceeds and any property usedn the
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constituted a damestic ML offence. This was a significant undertaking for
China demonstrating effective international cooperation. In 2016 final

resolution resulted in the forfeiture of NZD 43 million (approx. USD 29
million), which was shared between New Zealand and Chanpursuant to a

sharing agreement

199. Operation Foxhunt has led to positive results thaChinese authorities are able
to cooperate with foreign authorities to extradite criminals and recover illicit
proceeds, which is relevant for this immediate outcome. Tht said, much of the
property recovered as a result of Operation Foxhunt is as a result of persuasion (as it
is referred to in Chinese media) and negotiations directly between the fugitive and
Chinese authorities, which is outside the scope of the requiresnts of the standard.

200. The criminal procedure lawmplemented on January 12013 established the
special confiscation provisions of Art280, allowing confiscation of property without

a criminal conviction where the criminal suspect or defendant escapes, hides dies.

In January 2017, China released a judicial interpretation on the special confiscation
procedure to promote the applicatio
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expressly described in law (according to the SPC during the ite), this
interpret ation, together with the general sentencing guidelines, in practice provide
for equivalent value confiscation.

202. Based on a SPC, SpP&nd MPS notice, during the course of a criminal
investigation, public security agencies can seize or legally preserve prapg
including real estate, vehicles, and other property of value along with any legal
documents and instruments that prove ownership or rights. This process occurs
when a criminal investigation is registered as an investigation case or a prosecution
has been initiated. Appropriate ministries are advised, such as the MOHURD, who
provide support to administer the seizure or preservation authorisation. The
authorisation remains in force until resolution of the criminal proceeding.

203. In addition to criminal forfeiture, administrative forfeiture is applied for
behaviours that do not constitute criminal behaviair in Chinese law. This forfeiture
is applied by various administrative authorities such as the SAT or routinely the GAC.
Further, administrative agencieswhen not permitted by a specific law, can (based on
the Administrative Coercion Lajvapply to the court for enforcement measures which
can include freezing and seizure authorities, as sanction for administrate violations.

204. Property that is seized is retaird by the Public Security Agency or under
f—-=S""¢—> *° St tUZfie .. —"f-""f-% 7 —-St ftUZt%i.
circumstances, property can remain in the custody of the owner or close family,
subject to certain conditions that protect the value oftie property.

Confiscations of Proceedsom Foreign and Domestic Predicates, and Proceeds Located
Abroad

205. The legal processes and the various interpretations evidence policy objectives
and provide a sound legal framework for the confiscation of criminal proeeds.
Emerging crime threats have resulted in the development of several electronic
enquiry platforms to allow public security agencies and theaurts to directly enquire
with banks to freeze funds and suspend the operation of accounts in response to
increased occurrence of some crime types such as telecommunicatienetated
frauds. Public security agencies are routinely using this platform upon receipt of
complaints to recover victim funds and to assist with such investigations. As of March
2018, there weae 39.1 million inquiries, resulting in RMB 202 billion (approx.
USD29.7 billion) of deposits being frozen, pending investigation.
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206. Police officers across thepublic security agencies can initiate seizure and
freezing upon the approval of PSB leadersApproximately 18 000 dedicated
specialists in various LEAs are engaged in the function of asset tracking and
confiscation; and authorities themselves are of the view that prosecution and judicial
agencies are all adequately skilled and resourced to initiat and undertake
confiscation functions.

207. Statistics provided by China confirm that confiscation is being applied
routinely to crime types including thoserecognised as high risk. During 223 2017,
confiscations valued at RMB 123.Billion (USD 18.1billion) have been identified from
publicly available judgements. There are additional judgements which are
suppressed and therefore the likely confiscation value would exceed this value. These
forfeitures are primarily achieved through three discreet forfeiture processes
instruments of crime (property which facilitates offending); direct proceeds of crime;
and forfeiture of property which is applied to satisfy fines imposed to reflect
equivalent value confiscation.

208. Confiscated instuments of crime between 20132017 were valued at
RMB288 million (approx. USD42.3 million) from 192 715 cases. It is noted t